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cho cac hé thong thong tin trong Tap doan Dién luwc Quoc gia Viét Nam

TONG GIAM POC TAP POAN PIEN LUC VIET NAM

Can cu Ludt An toan thong tin mang ngay 19 thang 11 nam 2015,

Can cir Ludt An ninh mang ngay 12 thang 6 nam 2018;

Cdn cir Nghi dinh s6 26/2018/ND-CP ngay 28/02/2018 ciia Chinh phii vé Piéu Ié t6
chirc va hoat dong cua Tap doan Dién luc Viét Nam,

Can cit To trinh s6 900/TTr-EVNICT ngay 19/11/2021 ciia Céng ty Vién théng Dién
luc va Cong nghé thong tin vé viéc ban hanh Bo quy tac cau hinh an toan thong tin trong
Tap doan Dién lyc Viét Nam;

Theo dé nghi ciia Trwéng ban Vién théng va Cong nghé théng tin.

QUYET PINH:

Piéu 1. Ban hanh kém theo Quyét dinh nay Tai liéu Bo quy tic cau hinh an toan
thdng tin cho cac hé théng thong tin trong Tap doan Pién luc Qubc gia Viét Nam.

Piéu 2. Quyét dinh nay co hiéu lyc ké tir ngay ky, 13 co s dé cac don vi ap dung,
ban hanh tai li¢u hudng dan chi tiét trong ndi by, phu hop véi thuc té tai don vi.

Piéu 3. Cac Phé Tong giam ddc, cac Ban EVN, cac cong ty con do EVN nim gii
100% vébn diéu 18 (Cong ty TNHH MTV cép IT), nguoi ding dau cac don vi truc thudc
EVN, Cong ty con do Cong ty TNHH MTV cép II nam gitt 100% von diéu 1& (Cong ty
TNHH MTV cép III), ngudi dai dién phan vén caa EVN va ngudi dai dién phan vén
ctia Cong ty TNHH MTV cép II tai cac cong ty cb phan, cong ty trach nhiém hiru han
chiu trach nhiém thi hanh Quyét dinh nay./. U
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TAP POAN CONG HOA XA HQI CHU NGHIA VIET NAM
PIEN LUC VIET NAM Péc 1ap — Tu do — Hanh phic

BO QUY TAC CAU HINH AN TOAN THONG TIN

CHO CAC HE THONG THONG TIN TRONG TAP POAN PIEN LUC
QUOC GIA VIET NAM

CHUONG |.
QUY DINH CHUNG

Picu 1. Muc dich

Tai liéu nay quy dinh vé cac quy tac 1ap trinh an toan va cau hinh d6i voi
cac thiét bi, hé thong, img dung dam bao an toan thong tin, 4p dung thong nhat
trong Tap doan Dién luc Quéc gia Vi¢t Nam.

Piéu 2. Pdi twong ap dung

Bo quy tic cac quy tac 1ap trinh an toan va ciu hinh d6i v6i cac thiét bi,
hé thong, img dung ddm bdo an toan thong tin ap dung do1 voi:

- Tap doan Dién luc Viét Nam (EVN);

- Cong ty con do EVN nidm 100% vén diéu 1¢é;

- Cong ty con do Cong ty TNHH MTV cép II nam gitt 100% von diéu 1¢;

- Nguoi dai dién phan von ciia EVN, cia Cong ty TNHH MTV cp 11 tai
cac cong ty ¢d phan, cong ty trach nhiém hitu han.

Piéu 3. Thuit ngir va tir ngir viét tit
1. Thuat ngir

Trong bd Quy tic ndy, cac tir ngit dudi day dugc hiéu nhu sau:

- Active Directory: hé thong quan 1y tai khoan ngudi ding tap trung.

- Buffer overflow: 13i tran bd nhd dém, co thé 13 ving nhd stack hoic
heap. Loi xdy ra ghi chuong trinh ghi deé nd1 dung ctia by nhd dém do vugt qua
gi61 han kich thude cua bo nhé.

- Cdu Iénh CGI, SSI: 1a chuong trinh gateway dé giao tiép thong tin véi
cac server nhu 1a HTTP server.
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- CERT Coordination Center: Trung tdm phéi hop P6i phan tmg nhanh
An ninh mang may tinh.

- Client Injection: nhitng phuong phép tdn cong chén ma doc vao tir phia
nguoi dung.
Domain Controller: may chu diéu khién chinh.

Email server: may chu cai dat ung dung thu dién ti.
Firewall: thiét bi tuong lira bao vé hé théng mang.

Gateway: 1a mot nat mang duoc sir dung trong vién thong nham két ndi
hai mang c6 giao thic truyén thong khac nhau c6 thé giao tiép duoc véi nhau.

- Hardcode: cac dir liéu duoc dit vao trong ma ngudn va khong thay doi.

- Hé thong Antivirus tap trung: hé théng quan ly phan mém Antivirus
trén may tinh nguoi dung cudi, may chu tap trung. Hé théng Antivirus tap trung
thuong duoc str dung dé quan 1y mot s6 chinh sach trén may tinh nguoi ding
cudi nhu chinh sach vé chian USB, chinh sach tuong Itra mém hodc thuc hién
mét sd tc vu nhu cap nhat ban v4, cai dat phén mém tlr xa.

- Hé théng Proxy: may chu trung gian 1am nhiém vu chuyén tiép thong
tin va kiém soat, dam bao an toan cho vi¢c truy cap Internet cua cac may khach
st dung dich vu Internet.

- Integer overflow: 15i tran s6 nguyén xay ra khi gia tri ctia bién vuot qua
khoang gia tri cua kiéu dir liéu tuong ung.

- Mang office: 1a mang van phong.

- Nhém ddc quyén: nhom Built-in Administrators, Enterprise Admins,
Domain Admins, Enterprise Admin.

- Phién eBGP: la phién trao do6i thong tin dinh tuyén cho Internet va la
giao thirc duoc sir dung gitra cac ISP (1a nhiing AS khac nhau).

- Session, Cookie: phién dang nhap ctuia nguoi dung.

- SQL Injection: 1 phuong phép tin cong chén dit lidu vao cac ciu truy
van sql.

- Struct Exception Handling: 1a mot cdu trac do Microsoft dwa ra nham
xur ly cac ngoai 1€ trén hé thong Windows.

- Tai khodn déic quyén: tai khoan quan tri Administrator c6 cac quyén dic
biét trong h¢ thong.

- TapJacking: xay ra khi mot ing dung ddc hai cai dat trén dién thoai
chay Android tao ra céc giao dién gid mao nguoi dung nham Itra nguodi dung
mua hang, nhap vao quang cao, cai dat cac ung dung, hoac tham chi xo6a sach
tat ca cac dir liéu tr dién thoai...
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- Tdn cong chéo: tan cong gilra cac may chu thanh vién trong hé thong

hoac cac may tram.

- T an cong leo thang: 'gén cong tu may tinh nguoi dung Ién cac may chu
h¢ thong 1én dén mdy chu diéu khién chinh (Domain Controller).

- Use after free: 18i xay ra khi chwong trinh tiép tuc sir dung mot con trd
dén vung nhd sau khi da giai phong nd.

- VPN: Virtual Private Network (mang ri€ng 40), cho phép nguoi dung
thiét lap mot mang ri€ng 4o an toan trén Internet.

- Web server: may chu cai dat ing dung web.

- Whitelist: 1a danh sach cac thiét bi, IP dugc uu tién khong ap dung cac
chinh sach, quy tic ATTT maic dinh.

2. Tir ngir viét tit

- Trong tai liéu nay, cac ky tu viét tat dugc hiéu nhu sau:

STT | Tir viét tit Y nghia
1 AD Active Directory - Hé thong quan 1y user nguoi ding tap
trung
2 APT Advanced Persistent Threat - Tan cong c6 chu dich
Address Space Layout Randomization - 1a co ché cua hé
3 ASLR dié~u hanh nhirp tai chuong trinh 1€n bd nhé ¢ cac dia chi
ngau nhién nham can tr¢ kha nang khai thac thanh cong
cac 10 hong phan mém.
4 ATTT | Antoan thong tin
Command and Control - May chii diéu khién va kiém
5 c&cl SOé’E la mOt may vi tinh ra hiéu 1énh cho cac thiét bi bi
nhiém ma doc va nhan thong tin nguoc lai tir cac thiét bi
do.
Computer Emergency Response Team - D6i phan tng
6 CERT . o
nhanh an ninh mang may tinh.
7 CIS Center for Internet Security - Trung tdm An ninh Internet
Common Vulnerabilities and Exposures - 1a danh sach
8 CVE Y A :
cac 101 bdo mat may tinh cong khai.
9 DEP Data Execution Prevention - la co ché trong kién tric vi

xir 1y trong d6 danh du viing nhd nao 1a dir liéu thi néu




STT | Tir viét tit Y nghia
con tro lénh chi vao vung dir li¢u thi s€ phat sinh canh
bao 10i.
Gateway Load Balancing Protocol - 1a mét giao thirc du
10 GLBP . R
phong gateway cua Cisco.
11 HA High Availability — Tinh san sang cao
12 | HPH ) ys didu hanh Windows
Windows
Hot Standby Router Protocol - 1a mét giao thic chuan
13 HSRP . ISP N
cua Cisco cung cap tinh san sang cho h¢ thong mang.
14 IMAP Post Office Protocol version 3 - Giao thirc nhan email
IMAP
15 MTA Mail Transfer Agent
National Institute of Standards and Technology - Vién
16 NIST n IS A .
ti€u chuan va cong nghé Hoa Ky.
NetScreen Redundancy Protocol - 1a mot giao thire doc
17 NSRP quyén dugc phat trién ban dau bdi NetScreen
Technologies Inc.
Network Time Protocol - la mot thudt todn phan mém
18 NTP gitr cho cac may tinh va cac thiét bi cong ngh¢ khac nhau
c6 thé dong bo hoa thot gian voi nhau.
19 OTP | One Time Password - Mat khau sir dung mét 1an
20 OWASP Open Web Application Security Project - la mot t6 chire
phi loi nhuan qubc té chuyén vé bao mat tmg dung web.
21 POP3 Post Office Protocol version 3 - Giao thirc nhan email
POP3.
22 SMTP Mail Transfer Protocol - Giao thic truyén tai email
23 SNMP S!mple Networ.kq Monitoring Protocol - Giao thirc giam
sat mang don gian.
24 ssID SEI;VICG ?et Identifier - 1a tén chinh ciia mang cuc bd
khong day.
Uniform Resource Locator - dugc goi mot cajch t}léng
o5 URL thuong 1la mot dia chi web, 1a mot tham chiéu dén tai

nguyén web chi dinh vi tri ctia né trén hé théng mang va
co ché dé truy xuat no.




STT | Tir viét tit Y nghia
26 VDI Virtual Desktop Infrastructure - Ha tang may tinh 40 hoa
Trung tim Ung ctu khan cap khong glan mang Viét
VNCERT/ Nam, 1a Co quan diéu phdi qudc gia vé tmg ctru su cd,
27 thugc Cyuc An toan thong tin - B Thong tin va Truyen
CC
thong. C6 chiic nang diéu phdi, ung clru cac sy ¢O an
toan thong tin mang trén toan quoc
Virtual Router Redundancy Protocol - 1a giao thire dugc
28 VRRP | m6 ta trong RFC3768, n6 cho phép sir dung chung 1 dia
chi [P gateway cho mot nhém router.
Cross Site Scripting - Kiéu tan cong nham vao phia
29 XSS nguoi dung nhu danh cdp thong tin truy cadp, hudng

nguoi dung vao cac trang web c6 ma doc,...

DPiécu 4. Tai liéu tham chiéu va tiéu chuan ap dung

STT Tai liéu Mo ta
CIS Control Version 7.1 la mét huong
dan toan dién gdbm 20 bién phap bao vé
1 | CIS Control Version 7.1, va doi phé dé phong thu an ninh mang
hi¢u qua. CIS Controls dugc phat hanh
boi to chuce CIS.
Tai he\u thuc hanh 13p trinh OWASP Secure Coding Practices la
an toan (OWASP Secure | — .. .. PR a2
2 Coding Practices) cia to mot ti€u chuan dé phuc vu viéc kiém
chirc OWASP. thir do t6 chuce OWASP dé xuat.
SEI CERT Coding Standard la cac tiéu
chuan ma hoa phan mém dugc phat
3 | SEI CERT Coding Standard. | trién boi CERT Coordination Center
dé cai thién tinh an tog‘m, do :[in ce}y va
bao mat cua cac h¢ thong phan mém.
. Tai liéu huéng dan lap trinh an toan
4 Secure Coding in C and C++ trén ngdn ngir C va C++, tac gia Robert

(Robert C. Seacord, 2013).

C. Seacord.




10

STT

Tai li¢u

Mo ta

https://cwe.mitre.orq.

https://cwe.mitre.org la website chura
cac 16 hong va cac diém yéu phd bién,
dugc thanh lap vao nam 1999 boi
MITRE (My). Muc dich cua chuong
trinh nay la phan loai va nhan dang
nhimg 16 hong vé phan cimg hodc phém
mém, tap hop thanh 1 hé thong mo dé
chuan héa quy trinh xac thuc cac 15
héng da duoc biét.

International Standard
ISO/IEC 14882:2020 (E) —
Programming Language
C++.

International ~ Standard  ISO/IEC
14882:2020 (E) - Programming
Language C++, Tiéu chuan qudc té
ISO chi dinh cac yéu cau ddi véi viee
trién khai ngoén ngir lap trinh C ++.

Application Security for the
Android Platform (Jeff Six,
2012, published by O’Reilly
Media).

Application Security for the Android
Platform - Tac gia Jeff Six, cac yéu
cau can dam bao vé an toan thong tin
khi 14p trinh img dung Android.

Hacking and Securing iOS
Applications (Jonathan
Zdziarski, 2012, published
by O’Reilly Media).

Hacking and Securing 10S
Applications - Tac gia Jonathan
Zdziarski, cac yéu cau can dam bao vé
an toan thong tin khi 1ap trinh trng dung
10S.

Mobile Application Security
(Himanshu Dwivedi, Chris
Clark, David Thiel, 2010,
published by The McGraw-
Hill Companies).

Mobile Application Security, Tac gia
Himanshu Dwivedi, Chris Clark,
David Thiel, cac yéu ciu can dam bao
vé an toan thong tin khi lap trinh Gng
dung trén thiét bi di dong.

10

Céc bod Tiéu chuan NIST SP
800-123, NIST SP 800-44,
NIST.CSWP.04162018 cua
td chtrc NIST.

Hudng dan an toan may chu va hudng
dan an toan may chu web.

11

Tiéu chuefm an toan thong tin
cho h¢ thong thong tin cap do
3 (sau day goitatla TLTK 1).

Thong tu 03/2017/TT-BTTTT cua Bo
thong tin va Truyén théng ngiy
24/4/2017 quy dinh chi tiét va hudng
din mot s6 didu cua Nghi dinh s
85/2016/ND-CP ngay 01/7/2016 cua
Chinh phii vé dam bao an toan hé théng

thong tin theo cip do.
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STT

Tai ligu Mb ti

12

TCVN 11930:2017 do Cuc An toan
thong tin bién soan, B0 Thong tin va
Truyén thong dé nghi, Tong cuc Tiéu
Tiéu chuan TCVN | chuan Po ludong Chat lugng tham dinh,
11930:2017 (sau day goi tat | BO Khoa hoc va Coéng nghé cong bo.
[ATLTK 2). Tiéu chuan nay quy dinh cac yéu cau
co ban vé an toan h¢ thong thong tin
theo cdp d9, bao gdm hai nhom: yéu
cau quan 1y va yéu cau k¥ thuat.

13

Mitigating  Pass-the-Hash | Mitigating Pass-the-Hash and Other
and Other Credential Theft, | Credential Theft, version 2, Microsoft,
version 2 (sau day goi tat 1a | cach phong chéng cac k¥ thuat tan
TLTK 3). cong trom cap thong tin va xac thuc.

Piéu 5. Danh muc quy tic cdu hinh ATTT va pham vi 4p dung

1.

2.

Quy tic cau hinh ATTT cho hé diéu hanh Windows ctia nguoi ding cubi
Ap dung cho cac may tinh ngudi dung sir dung hé diéu hanh Windows.
Quy tdc cau hinh ATTT cho hé théng mang ndi bo

Ap dung cho b phan Quan tr1 hé théng mang noi bo.

Quy tic lap trinh an toan trong phat trién ing dung web

Ap dung cho bd phan Quan tri va phat trién ing dung web.

Quy tic 1ap trinh an toan st dung tng dung C/C++

Ap dung cho bd phan Phat trién ing dung sir dung C/C++.

Quy tac 1ap trinh an toan cho tng dung mobile

Ap dung cho bd phan Phat trién ing dung Mobile.

Quy tic cdu hinh ATTT cho hé diéu hanh may cht

Ap dung cho bd phan Quan tri may chu.

Quy tic cau hinh ATTT cho web server

Ap dung cho bd phan Quan tri hé thong web server.

Quy tic cdu hinh ATTT cho hé quan trj co s& dir liéu

Ap dung cho bd phan Quan tri hé thong co s& dir licu.

Quy tic cdu hinh ATTT cho Email server

Ap dung cho bd phan Quan tri hé théng Email.
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10. Quy téc cAu hinh ATTT cho hé thong Active Directory
Ap dung cho bd phan Quan tri hé théng Active Directory.

11. Quy tac cAu hinh ATTT cho hé thong Proxy
Ap dung cho bd phan Quan trj hé thong Proxy.

12. Quy tac cAu hinh ATTT cho hé thong quan 1y Antivirus tip trung
Ap dung cho b phan Quan tr1 hé théng Antivirus.

13. Quy tac cdu hinh ATTT cho hé thong VPN tap trung

- Ap dung cho b phan Quan tr1 hé théng VPN.

14. Quy tac cdu hinh ATTT cho hé thong Firewall

- Ap dung cho bo phan Quan tri Firewall.

15. Quy tac cau hinh ATTT cho thiét bi mang

- Ap dung cho bd phan Quan tri thiét bi mang.
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CHUONG IlI.

BO QUY TAC CAU HINH ATTT CHO MANG VAN PHONG

Piéu 6. Quy tic cAu hinh ATTT cho hé diéu hanh Windows clia may tinh nguwoi ding cudi

, Huong , Tai liéu tham
Yéu cau Muc dich dan tham Cach kiem tra . X Ghi chu
.\ chiéu
khao
, , Ché d¢ UEFI cho phép 7 o
Th,iét 1ap BIOS ¢ ché dd UEFI | thiét 1ap nhiéu tuy chon Phu luc Kiém tra truc ti€p cau
(néu co). bao mat hon so vi véi 01 hinh BIOS trén may
ché do Legacy
Secure boot dam bdo
Enable tuy chon Secure Boot chi o .ﬁrmwa,tr.e da Kiém tra truc tiép cau | NIST.CSWP.04
L duoc verified moi dugc | Phu luc 01 R n ;
(néu co). C hinh BIOS trén may 162018
nap trong qua trinh
khéi dong may
Khong duoc thiét lap
Thiét 1ap Boot Order ludn E;Ztcbor:’;;,“ | b lue o | Kiém tra true tiép chu | NIST.CSWP.04
boot tir Harddisk. . : ) T hinh BIOS trén may 162018
drive, USB device,
ethernet controller,...
Tat tuy chon network boot Chong vige sa dung Kiém tra truc tiép cau
Y one boot may tir xa qua két | Phu luc 01 : P

(Wake-On LAN).

noi network

hinh BIOS trén may
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: Huéng , Tai lidu tham
Yéu cau Muc dich dan tham Cach kiém tra . X Ghicha
: . chiéu
khao
Cai dat mat khiu BIOS (tuy Sgl‘l‘mﬁinlvll@‘élg‘gy nfgl Phu luc 0] | Kiém tra truc tiép chu | NIST.CSWP.04 T&,l“y d‘l’lll‘-m
chon 4p dung). b y 4R hinh BIOS trén may 162018 p cung
Thiét lap lai tAt ca cac ciu o o
hinh BIOS trong truong hop | Pam bao tinh toan ven Phu Tuc 01 Kiém tra truc ti€ép cau | NIST.CSWP.04
pin CMOS dugc thay thé, | cauhinh BIOS S hinh BIOS trén may 162018
hoac bi thao ra.
Tranh viéc khai thac tur
Disable cac network interface | bén ngoai qua cac Phu luc 01 Trinh quan ly network
khong sur dung. interface khong su T device cua h¢ diéu hanh
dung
Tuong lira cua hé diéu hanh
hodc cua phan mém antivirus Phu luc 01 Trinh quan ly firewall | NIST.CSWP.04
phai luén dugc bat. Cau hinh T cua hé diéu hanh 162018
ghi log tuong ltra.
Thi¢tlap chinh sach twong lua Trinh quan 1y firewall | NIST.CSWP.04
chiéu vao (Inbound) va chiéu Phu luc 01 A E A1
cua hé diéu hanh 162018
ra (Outbound).
Céu hinh chan két ndi giira cac T S : - Thong ké
may ngudi dung véi nhau theo Day a cac cong dich vy Phu luc 01 Trinh quan 1y firewall dé Whitelist

cic cong sau: 135->139

c6 thé dugc str dung dé

cua hé diéu hanh hoac
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A I:Iu’é’ng 2 Tai liéu tham
Yéu cau Muc dich dan tham Cach kiém tra * .k Ghi cha
. chiéu
khao
(NetBlOS), 445 (windows | khai thac 16 hong cua theo policy tir hé thong
shared). Trong truong hop | Windows. AD tap trung
don vi ¢6 1 s6 may in dung
Printer-share thi c6 thé thong
ké dé whitelist.
May tinh cér} st dung Proxy
cuadon vi (n€u co) dé truy cap Phu luc 01 Trinh quan ly proxy cua
Internet, khéng truy cép T hé diéu hanh
Internet truc tiép.
Su dung cAu hinh DNS cua Phu luc 01 Trinh quan ly qetwork
EVN (néu co). T device cua h¢ diéu hanh
Cai dat phién ban HDH , , .
Windows con ho trg. Khong Dfl m  bao MIC’I'OS(zft Theo 16 trinh hd tro | NIST.CSWP.04
\ A 1o am ti€p tuc dua ra cadc ban | Phu luc 01 A La .
st dung phién ban da ngung A N 1RK: A phién ban cua hang 162018
x cap nhat va 161 néu co.
ho tro.
2;‘1’11 g’;‘l’ hﬁ ‘gf“ }gi‘hs ;"dﬁ“ phulue o1 | Trinh quan 1y license | NIST.CSWP.04
. Anyen, phal st Gl 4t ctia hé diéu hanh 162018
license hop 1€ cua don vi.
Trong truong hop khongcoh¢ | Cac  ban va  loai . .1
£ s T s 1mr 1 X . - ‘ Trinh quan 1y update | NIST.CSWP.04
thong quan ly ban va, bat ché Sgcurlty, Critical cung | Phu luc 01 ciia hé didu hanh hodc 162018

d6 cap nhat ban va tu dong, toi

cap cac cap nhat fix 161
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> Huéng 2 Tai li€éu tham
Yéu cau Muc dich dan tham Cach kiém tra * .k Ghi cha
: . chiéu
khao
thiéu phai cip nhat ban va loai ng‘hiém trong cua hé theo policy tir hé thong
Security, Critical. dieéu hanh. AD tap trung
Khuyén nghi update qua Trinh quan 1y update
WSUS  tép trung trén Phu luc 01 | cua HPH vatrén update
Windows (néu co). server cua don vi
Yéu cau thiét 1ap ghi log hé
thong. Bat log Application, Phu luc 01 Trinh quan 1y ghi log | NIST.CSWP.04
Security, System trén T cua HbH 162018
Windows
Khong cho pP °p NSt dugg Han ché viéc tin cong TqrmhA dquan 1¥ pohczy Tuy chon
chia s¢ file trén may tinh (tuy ~ . , cua hé di€u hanh hodac ap dung
. z .~ % | lay lan qua giao thuc | Phuluc 01 A A

chon 4p dung). Tat chia sé L theo policy tir hé thong

S chia sé file -
mac dinh. AD tap trung
Hién thi day du théng tin dinh £ i Trinh quan 1y Folder

N . Han ché viéc tan cong : , A i

dang tap tin (file extension) -, Phu luc 01 | Option cua hé diéu

N O s qua gia mao file .
trén may nguoi dung. hanh
Khi st dung cac phan mém Pon vi ban
chat d¢ phuc vu cong viéc (Vi £ A Trinh quan ly cai dat hanh danh

_ Han ché nguy co 10 lot A A 1A 4 .
du: Skype, Google talk, MSN . IO Phu luc 01 | phan mém cua hé dicu muc cac

< , \ A thong tin trong to chirc. \ N

chat hodc cac phan mem hanh phan mém
tuong duong) can sy chap chat duogc
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Yéu cau

Muc dich

Huéng
dan tham
khao

Cach kiém tra

Tai li€éu tham
chiéu

Ghi chua

thuan c6 thoi han cua bg phan
CNTT, lanh dao don vi phé
duyét va chiu trach nhiém.

phép cai
dat, str dung

Han ché sir dung céac phén
mém bén ngoai cho phép
remote, diéu khién may tinh tir
xa (vi du: teamviewer,
logmein, wvnc, radmin, Xx-
manager hodc cic phan mém
tuong duong).

Khi cai dat, sir dung cac phan
mém nay can duoc sy phé
duyét cua bd phan CNTT,
lanh dao don vi va tuan thu
cac quy dinh ATTT cua EVN

Han ché nguy co 10 lot
thong tin trong to chirc.

Phu luc 01

Trinh quan ly cai dat
phan mém ciia hé diéu

hanh

Han ché str dung cic phan
mém vuot tuong Iwra, proxy
nhu cic phan mém proxy,
VPN, tunnel (vi du: hotspot
shield, ultrasurf hodc cac phan
mém twong duong).

Khi cai dat, sir dung cac phan
mém nay can duoc su phé

Han ché nguy co 10 lot
thong tin trong t6 chue.
Cac nguy co bi tan
cong diéu khién tir xa.

Phu luc 01

Trinh quéan 1y cai dat
phan mém cua h¢ diéu
hanh

Tuy chon
ap dung.
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Huwéng s pen
Yéu cau Muc dich din tham Cich kiém tra Tai hﬁ;’;tham Ghicha
khéo chied

duyét cua bo phan CNTT,
lanh dao don vi va tuan thu
cac quy dinh ATTT cua EVN.
May tinh cai dat: Phﬁn mef:m Trinh aquan 19 cai dat
diét virus hoic phin mém Do duan yeal Gt NIST.cswp.04

y LA . Phu luc 01 | phan mém cua hé diéu
giam sat bat thuong theo quy hanh 162018
dinh, chinh sach hién hanh.
Pbi vOi phan m,ém diét virus: Trinh quan 19 cai dit
khuyén nghi thiét ap cAu hinh PhuTuc 01 | ctn oidn mdm diag | NIST.CSWP.04
update dinh ky, cAu hinh bao s V‘ilfLS phan - mem - dle 162018
v¢, giam sat thuong truc.
May tinh phai dugc - join May tinh duoc khai bao
domain dé quan 1y chinh séch Phuluc 01 | Y A0
tap trung. rén hé thong domain
Nguo1 dung sir dung mang noi
bo cua don vi phéi dung tai
khoan domain dé€ sur dung may Tai khoan dugc khai
tinh. Phuluc 01 | bdo trén hé thong

Vi cac truong hop ngoai 1€
can c6 sy phé duyé¢t cua lanh
dao don vi.

domain
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‘ Hudng ) Tai li¢u tham
Yéu cau Muc dich dan tham Cach kiém tra * .k Ghi cha
: ., chieu
khao
bam bao viéc quan ly
Tén tai khoan chudn héa. tai khoan duoc chinh | Phu luc 01 NIST.CSWP.04
A ) 162018
xac, hiéu qua.
bam bédo viéc quan ly
Tén may tinh chuan hoa. may tinh, thiét bi duoc | Phu luc 01 NIST.CSWP.04
, A ) 162018
chinh xac, hi¢u qua.
Véi cac may join domain, tai
khoan nguoi dung khong Danh sach cac tai khoan
, N . Phu luc 01 n , e 1
dugc c6 quyén administrator trén may nguoi dung
trén may tinh.
Thiét 1ap chinh sach mat khau
manh cho tai khoan theo quy
dinh chinh sach mat khau Phu luc 01
manh hién hanh cua EVN ban
hanh.
Xoba boé hoac vo hiéu hoa tai Phu luc 01 Danh sach cac tai khoan | NIST.CSWP.04
khoan thtra, khong st dung. T trén may nguoi dung 162018
Gidi han may dang nhédp cia ‘ Chinh Sé(;h
nguoi dl‘mg~ vo1 cadc may join Phu luc 01 Quyén cua tai khoan | NIST.CSWP.04 pnay cau
domain. Moi tai khoan ngudi T trén h¢ thong domain 162018 hinh  trén
dung chi dugc dang nhap vao GPO trén
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p Huéng 2 Tai li€éu tham
Yéu cau Muc dich dan tham Cach kiém tra ¥ X Ghi cha
: . chiéu
khao
cac may tinh duoc cho phép AD cho cac
(khong dugc phép dang nhap may  tinh
chéo trén may khac). join domain
Cau hinh dong bo thot gian Trinh quén 1y cai dat
trén may tinh vé server NTP - T A i
A < A Phu luc 01 | tho1 gian cua hé dicu
tdp trung hodc thong qua 5
hanh
server AD.
, ’ , Trinh quan ly cai dat
Tat tinh nang ty dong chay khi | Han cheé khai thac tan thi€t bi ngoai vi cua hé NIST.CSWP.04
két no1 to1 cac thiét bi luu trit | cong khi cam thiét bi | Phuluc 01 | dieu hanh hodc chinh ' '
z .. . , . . ~ 162018
gan ngoai. ngoai vi. sach policy tr AD tap
trung
Khong cho phép may tinh
nguoi dung st dung cac thiét ’ ) . s 1o ae ao
bi lvu trir, doc ghi dir litu | Han che khai thac tan Tr.l;n h quan 1 y e da}
(USB, O cung di dong, 6 dia | cong hodc 10 lot dit lidu thiet bi ngoai vi cua h¢
’ D : Phu luc 01 | di€u hanh hodc chinh

CD, DVD, ...).

Véi cac truong hop ngoai 18
can dugc phé duyét bang van
ban cua lanh dao don vi.

khi sit dung thiét bi
ngoai Vi.

sach policy tr AD tap
trung
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> Huéng 2 Tai liéu tham c
Yéu cau Muc dich dan tham Cach kiém tra . X Ghi chu
: . chiéu
khao
Céc dir liéu mat, tai liéu quan ‘ Khuyén
trong can dugc luu trit trong Han ché neuv co 16 lot Theo phan mém ma nghi
thu muc, phan ving cé ma héa | . SUY €079 90 1 Phuluc 01 | héa, bao vé dit lidu don

hqéc duoc bao Vé’b()’i phﬁn
mém ma hoa (khuyén nghi).

thong tin trong t6 chc.

vi lya chon sir dung
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Piéu 7. Quy tic cAu hinh ATTT cho hé théng mang ndi bd
a) Toan b,(f) ha tﬁng mang ndi bd phai dugc bao v¢ va kiém soét chinh sach béng Firewall. Pam bao phan tach vé mit logic
gilta cac hé thong khac nhau.

b) Céac thict bi dau cuoi két noi vao mang ndi b can dugc bao vé khoi virus, ma doc, botnets, cac phan mém ddc hai va dam
bao cac yéu cau ve chinh sach bao mat khéc cua t6 chiec.

Noi duv’ng Yéu cau Mo ta Huong dfm Cach kiém tra Tai h@}lﬂtham Ghicht
quy tac tham khao chiéu
1. Ha tang mang
Su dung Firewall
‘ cing dé quan ly
Ha tang mang nd¢i bd | chinh sach két noi 2 A
A A . , ~ 12 , Kiém tra mo
Yéucaustwdung | phdi co6 firewall | s€ dam bdo hon do .
. . . \ A . . A hinh mang thuc
Firewall cing cing lam nhiém vy | cac Firewall mém &
bao vé. chgy trén cég: hé '
diél} héph c§ tép tai
nhiéu 10i tiém an
Nguoi dung va cac | Pam bao phan tach Tham chiéu
‘ h¢ thong phai duoc | nguoi dung va hé mot phan cac
Yeu cau phan | phan tagh vung th‘ong, s khai bilo Kidm tra this | Hev chuan:
tach ving mang | mang bang cac |va phan quyén K& man - TLTK 1.
bang Firewall Firewall va quan ly | nguoi dung vao e - TLTK 2.
chinh s&ch thong | cac hé thong cu thé - CIS
qua Firewall theo quy dinh Control V7.1
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
Tach  biét zone muc 14.1,
nguoi dung va 14.2

server Farm

Tach bi¢t vung cé
két ndi Internet
(DMZ,..) v61 cac
phan vung khac véi
cac wvung Office
(vuing mang Vian
phong), Internet,
WAN, Server Farm

Phong tranh rui ro
khi hé thong co két
ndi internet bi
chiém quyén thi s&
khong lay lan sang
cac hé théng no1 bod

Tach biét nguoi
duing quan tri va
nguoi dung thuong

Tranh tin cong
nguoi dung quan
tr1 thong qua nguoi
dung thuong thiéu
kién thic ATTT

Phan tach theo chuc
nang nghiép vy,
phan tach theo do
quan trong

bam bdo security
level cho cac hé
théng dé co chinh
sach bao vé phu
hop, khong dé tan
cong lay lan tur hé
thong kém quan
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
trong sang hé
thong quan trong
N Ket ot ‘1nternetv U2 Pam bao két ndi an Kiém tra mod
Yéucaustrdung | nguoi dung phai di \ . .
n toan qua chinh hinh mang thyc

Proxy qua Proxy, khong , \ X

1Ay A £ sach cua Proxy te.

mo ket nodi tryc tiep
Yéu cau thiét bi | Cau hinh céc thiét b — : Ké thura tiéu
- . A bam bdo an toan .2 X 2
mang phgu theo mang phai theor ticu cho cic thiét bi Kiém tra cau chuan:
tiél} chuan cua | chuan cua thiét bi man : hinh thiét bi. - TLTK 1.
thiét bi mang mang ang - TLTK 2.
2. Hg¢ thong Firewall
Tham chiéu

Yéu 5:5u ~chén Danh sach C&C va mot phéqn cac
cac két noi dén | Khai bdo chan cac Doma}in theo Kidm tra khai tiéu chuan:
cac may chu | két noi C&C, cac | khuyén nghi cua bao policy trén - TLTK 1.
diéu khién ma | domain doc hai VNCERT/CC,.. d¢ Phu luc 14 chc P thié>‘: bi - TLTK 2.
doc (C&C - | Khaibao rule & vi tri trénNh cac ,mé’y Eirewall ' - CIS
Command and | c6 hiéu luc dau tién nhiém APT két ndi Control V7.1
Control) vé may chu C&C muc 12.3
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
Cac két ndi tur
ngudi dung quan
tri ra internet hoac
qua proxy deéu cé
tiém an nguy co két
I < noi té61i may chu
Kh le ch £
ngt?é’ibc?gn;uqiéil ?rI: C&C chua duoc Tham chiéu
Yéu ciu chian | ra Internet truc tiép phat‘ .hler} khi may mot;p-han teu
nousi ding | va qua Proxy nguoi dung quan chuan:
qﬁén i ra | Chi mé cho ngui tri bi tan cong APT Phu luc 14 - CIS
Internet dung quan tri dén ma cac cong cu Control V7.1
cac hé théng theo khac chua kip phat muc 11.6
cAc oft uan tri hién va ngan chan.
portq : Nguoi dung quan
tri chi dugc vao cac
hé thong quan tri,
m¢ port khac nhu
nguoi dung thong
thuong
Yeu cdu chin Khai bao rule chan | Pam bdo cac hé Tham chiéu
1t ndi ort két nd1 port quan tri | thong c6 muc mot phan tiéu
udn tri tir V%n tr vung co security | security level thap Phu luc 14 chuan:
qv i & | level thap sang vuing | hon khong thé T - CIS
co security level . . . ,
thip sang ving co security level cao | quan tri dugc cac Control V7.1
hé thong c6 muc muc 14.2
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
cé security level security level cao - TLTK 1.
cao hon
bam bao viéc chi
nguoi dung quan
tri hé thong nao
dugc truy cap hé
Thiét 1ap chinh sach | 10ng 46, khong Tham  chiéu
cho phép vira du céc mo  thua heuon, mot phan tiéu
Yéu cau vé | dia chi ngudn, dia dich hogc port dich chuan:
khai béo/thiét | chi dich, port dich Zgndethté‘;‘]nh 5’; (t:z‘; Phu luc 14 . CIS
1p chinh sich | vu va kiém soat tmg | SO 11ong qua ca Control V7.1
dung déi véi timg he | X6t no1 tunnel gidta muyc 9.2
héngoythe | cic hé théng. Mo - TLTK 2
g khong qua chi tiét '
dé dam bao v¢ tai
nguyén va hi¢u
nang cua
Firewall/IPS
3. Hé thong AD (Active Directory)
Yéucausirdyng | Tat cid may tinh ?aél;i b(;‘i)n ta;[iugg
AD cho ngudi | nguoi dung phai & & . Phu luc 10

dung

dugc join AD dé

quan ly tap trung
va dugc 4p dung
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

quan 1y vé& chinh
sach tap trung

chinh sach thong
qua h¢ thong AD

Yéu cau thiét
lap chinh sach
ATTT cho AD

Trén may cha AD
phai thuc hién thiét
lap  chinh  sach
ATTT cho nguoi
dung theo Tiéu
chuan thiét 1ap chinh
sach may tinh nguoi
dung

bam bao ATTT
cho h¢ thong AD

Yéu ciu thuc
hién quan 1y
hién trang tai
khoan  nguoi
dung trén h¢
thong AD

Loai béd nhiing tai
khoan khong su
dung

Giam  sat  duoc
nhitng tai khoan
chua bao gi¢ logon,
may tinh khong hoat
dong

Loai bo cac tai
khoan thira, tranh
nguy co loi dung
tai khoan thira dé
tan cong

Thuc hién bao cao
tinh hinh, cic van dé
vé hién trang tai
khoan - may tinh
nguoi dung dinh ky

Nim rd duge tinh
hinh hé théng va
nguoi dung theo
thoi gian, phuc vu
cho viéc phan tich
hanh vi
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
(hang
tuan/thang/nam)
4. H¢ thong mang khong day
Thay d6i SSID mic Tham _chiéu
Yéu cau thay dinh Tranh tin cong mot;phan ticu
SRy . < M \ - 5 < chuan:
doi gia tri mac | , bang tai khoan mac
: Thay do6i mat khau : - CIS
dinh : dinh |
quan tri Control V7.1
muc 15.10
bDinh danh SSID Tham chicu

Yéu cau théng
nhat dinh danh
SSID

phai thé hién duoc
tén d6i tuong sur
dung, c6 thé két hop
ma don vi (MDV)

SSID cho khéch:
MDV-GUEST

SSID cho nhan vién
truy cap Internet:
MDYV hoac MDV-
Wifi

SSID cho nhan vién
truy cdp ndi bo:
MDV-PRIVATE

Xac dinh 0 muc

dich cua

tung

SSID, c6 muc bao
vé phu hop cho

moi loai

Kiém tra cau
hinh trén céac
thiét bi
Controller, AP

mdt phan tiéu
chun:

- CIS
Control V7.1
muc 15.10
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Noi duéng Yéu cau Mo ta Huéng d?m Ciach kiém tra Tai lié}l‘tham Ghi chd

quy tac tham khao chiéu
SSID cho phong
hop/demo san pham:
MDV-MEETING
Doi véi SSID st Tham  chicu
dung cho khach: mot phan tiéu
- Chi truy cap duoc chuan:
rangoai Internetqua | Pam bao cho - CIS
duong truyén riéng | khach hang truy Control V7.1
ma khong vao dugc | cap internet muc 15.10

Yéu cau vé
chinh sach truy
cap

mang nodi bd
- Khéng yéu cau an
SSID

D6i v6i SSID sir
dung cho nhan vién
truy cap Internet

- Chi truy cap
Internet ma khong
truy cap dugc mang
noi bo

- Khéng yéu cau an
SSID

bam bao cho can
bd cong nhan vién
da duoc xac thuc
truy cap internet

Doi véi SSID st
dung cho nhan vién

Phong tranh nguy
co tan cong APT tur

Kiém tra thiét
ké 1luong luu
lugng  mang,
cAu hinh trén
cac  thiét bi
Controller, AP
va Firewall
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

truy cdp mang noi
bo:

- Chi truy cap mang
noi bd va email
public ma khéng
truy cdp  dugc
Internet.

- Yéu cau an SSID

internet vao hé
thong ndi bo

D6i véi SSID st
dung cho phong
hop/demo san pham:
- Truy cép email
public, mot s6 dia
chi ndé1 bd phuc vu
demo (m¢& chinh
sach theo yéu cau,
thoi gian), con lai
chan ra Internet va
mang noi bo.

- Yéu cau an SSID

Phong trdnh nguy
co tan cong APT tur
internet vao hé
théng ndi bo

Yéu cau dat ché
do bao mat cao
cho mat khau
(Password)

Khuyén cdo nén sir
dung mat khau cho
cac SSID.

Pat mat khau cho
ciac SSID dé dam
bao xac thuc khi
két nbi

Kiém tra cdu
hinh trén céac
thiét bi
Controller, AP

Tham chiéu
mot phan tiéu
chuan:
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Noi duéng Yéu cau Mo ta Huong dfm Ciach kiém tra Tai h(;}l‘tham Ghicht
quy tac tham khao chiéu
Sfx, dung muc cao - CIS
WPA2-AES  hoic nfxlat :[hlet wb1 hoAtrQ Control V7.1
dé dam bao khong muc 15.7,
WPA2-TKIP S e 2
bi tan cong gial ma 15.8
mat khau
Thiét 14p chinh sich | Padm bao mat khau
mat khau manh theo | manh chdong tan
quy dinh ciia don vi. | cong do quét mat
khau
SSID sur dung cho Tham chiéu

Yéu cau co che
xac thuc nguoi
dung

khéch: Xac thuc
bang Password
(WPA2-PSK)

SSID con lai ap
dung it nhét 1 trong
3 co ché x4c thuc:

- User 802.1x
(WPA2-Enterprise).
- Password (WPA2-
PSK).

- Loc MAC thiét bi.

Pam bao mat khau
manh chdng tin
cong do queét mat
khau

Kiém tra ciu
hinh trén céac
thiét bi
Controller, AP

mot phan tiéu
chuan:

- CIS
Control V7.1
muc 15.7,
15.8

5.  Hé thong giai phap ATTT trong mang ndi bd
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

Yéu cau trién
khai cac hé
théng phong
chéng ma doc

Toan bd may ngudi
dung, may chu
Windows ndi bo
phai dugc cai dat
phan mém phong
chéng ma doc

bam bio nguoi
dung duogc bao v¢
khoi virus trén thiét
bi

Hé théng méay chu
phong chdng ma doc
tap trung phai dugc
thuc hién cdp nhap
mau hang ngdy

Phin mém phong
chéng ma doc trén
may tram phai dugc
thuc hién cdp nhap
mau hang ngay

bam bio phong
tranh duoc cac ma
doc madi nhat

Trén may chu phong
chéng mi doc co
thiét 1ap chinh sach
dinh ky quét virus
trén toan bd may
tram va may chu
Windows ndi bo tdi
thiéu 1 thang 1 1an

Pam bao tat ca cac
may tinh dugc quét
ma doc dinh ky va
lién tuc

Kiém tra chinh
sich quan ly
may tinh nguoi
dung, ciu hinh,
hién trang cua
cac may tram va
hé théng tap
trung

Tham chiéu
mot phan tiéu
chuan:

- CIS
Control V7.1
muc 8.2, 8.6

- TLTK 1.
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Noi duéng Yéu cau Mo ta Huéng d?m Ciach kiém tra Tai lié}l‘tham Ghi chd
quy tac tham khao chiéu
Khéng cho phép | Pam bao chinh
ngudi  ding can | sach théng nhét,
thiép, tit hoic tuy | ngudi dung khong
chinh stra tuy chinh | bypass dugc phan
cia chwong trinh | mém phong chéng
phong chéng mi doc | ma doc
Nim rd duge tinh
Xuat bio cdo hang | hinh hé théng va
tuan vé hién trang vé | ngudi dung theo
cic may tram nhiém | thoi gian, phuc vu
ma ddc cho viéc phan tich
hanh vi
Khuyén nghi thuc Tham chiéu

Yéu cau trién
khai cac hé
théng cap nhat
ban va

hién kiém thir ban v
tredc khi thuc hién
cap nhat cho may
nguoi dung, may
chu nham dam bao
tinh an toan, 6n dinh
ctia hé thong.

bam bao tinh 6n
dinh, an toan

May chu cép nhat
ban va cho may tinh
nguoi dung phai
thuc hién cdp nhap

Pam bao dugc cip
nhat cac ban va
moéi nhat dé phong
tranh va khic phuc

Kiém tra chinh
sich quan 1y
may tinh nguoi
dung, ciu hinh,
hién trang cua
cac may tram va
hé théng tap
trung

m(f)tvpha‘in tiéu
chuan:
- TLTK 1.
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

ban va hang ngay tu
Internet (khuyén
nghi qua hé thong
Proxy — néu co).

Toan by may tinh
nguol dung va may
cha tng dung ndi bod
phai dugc thuc hi¢n
ra quét ban va hang
ngay to may chu cap
nhat ban va va thuc
hién cap nhat ban va
m&i nhat.

cac 101 vira duoc
phat hién

Trén may chu cép
nhat ban va phai
thyc hién ciu hinh
cap nhap ban va vé
ATTT cho client.

bam bao ban va
ATTT méi nhit
cho client va dong
nhét cho tit ca céc
may

Thuc hién quan ly
ban va va xuét bao
cdo hang tuan vé
hién trang cip nhap
cac ban va cua may
tram.

Nim rd duge tinh
hinh hé théng va
nguoi dung theo
thoi gian, phuc vu
cho viéc phan tich
hanh vi
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Noi duéng Yéu cau Mo ta Huéng d?m Ciach kiém tra Tai lié}l‘tham Ghi chd
quy tac tham khao chiéu
DPam bao duoc cp
Thuyc hién ddy da | nhat cac ban Va
viéc cdp nhat khiac | moi nhat dé phong
phuc 16 hong ATTT | tranh va khac phuc
dugc khuyén cao. cac 16i vira duoc
phat hién
Luu day du log hoat
dong cua h¢ théng.
Luu day du log cia | Nam rd dugc tinh
A N " nguoi dung, théng | hinh hé théng va Tham  khiao
qu cau tr161} tin log bao gom dia | nguoi dung theo Quy tic chu
khai  cac h¢ | chi IP, thoi gian, | thoi gian, phuc vu | hinh  ATTT

thong Proxy

URL truy cap.

Tat ca log dugc luu
tap trung to1 thiéu 06
thang.

cho viéc phan tich
hanh vi

Toan b may tinh
nguoi dung truy cap
Internet phai qua h¢
thdng proxy.

DPam bao két ndi an
toan qua chinh
sach cua Proxy va
luu log

Thuc hién xac thuc
nguoi dung khi st
dung Proxy.

bam bao viéc xac
thuc va phan quyén

cho hé thdong
Proxy
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

nguoi dung theo
quy dinh

Can ciu hinh chin
nguoi dung upload
tai liéu lén cac trang
chia sé dir licu truc
tuyén.

Pam bao chong
that thoat dir liéu

Yéu cau trién
khai cac gia
phap ATTT

Giai phap Gidm sat
phat hién tin cong
c6 chu dich (APT)
cho cac Endpoint
(may chi/may
tram): Dam bao trién
khai du 100% may
tinh trong van phong
cai dat giai phap
Endpoint.

bam bao theo doi
duoc hanh vi nguoi
dung trén Endpoint

Giai phap Giam sat
may chu: trién khai
da 100% server.

Dam bao theo doi
dugc hanh vi nguoi
quan tri va Ung
dung trén Server

Khuyén nghi trién
khai giai phap giam
sat phat hién tan

bam bao thu thap
duoc tat ca két noi
gilta nguoi dung,

Phu luc 02

Kiém tra chinh
sadch quan 1y va
hién trang ha
tang.

Tham chiéu
mot phan tiéu
chuén:

- TLTK 1.
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

cong qua 16p/tang
mang;:

- Giai phap phai bat
duoc toan b cac
loai traffic cua nhom
quan tri va traffic di
qua vung mang khac
cua nguoi dung
thuong.

- Giai phap phai bat
duogc toan bo traffic
ctia cac hé thong (g
dung di cac vung
mang va két ndi tdi
cac hé théng DNS,
AD, Proxy.

hé théng va
internet

Khuyén nghi trién
khai giai phap kiém
soat truy nhdp mang
van phong - NAC dé
kiém soat truy nhap:
- Kiém soat truy
nhdp, dam bdo
baseline (chinh
sach) méi cho truy

DPam bao kiém soat
dugc truy cip cua
nguoi dung phai
theo chinh sach
méi duge két ndi
vao mang
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Noi dung
quy tac

Yéu cau

Huéng din
tham khao

Cach kiém tra

Tai liéu tham
chiéu

Ghi chua

cap mang: Pam bao
cai dat Endpoint,
AV va join AD.

- Phuc vu ¢6 1ap may
tinh trong mang ndi
bod khi 6 su cd vé
ATTT,
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CHUONG l11. BQ QUY TAC CAU HINH ATTT CHO UNG DUNG

Piéu 8. Quy tic lap trinh an toan trong phat trién ing dung web

Noi dun > Hu6ng Céach ;
e Yéu ciu Muc dich | dintham | _ Tai li¢u tham chiu
quy tac : Kkhio kiém tra :
- Tén dang nhap phai 1a duy nhat, khong phan
biét hoa thuong, chi nén chira tap cac ky tu la
chir C:éli, chir s0, dau gach du:é’i.q
- Thié:[ 1ap chinh sach mat khau manh thgo
yéu cau tai quy dinh chinh sdch mat khau
manh’ hién hanh cua EVN ban hanh.
-T}liét,lép tho1 gian hét hiéq luc cho mat
khau toi da 90 ngay, mat khdu moi khong Kiém tra
duoc trung vo1 mat khau hién tai. s A s ma nguén | OWASP Secure
Ko o ge o4 A A 2 Bao v¢ tai , ! o
Thong tin | - D61 voi chirc nang reset/quén mat khau: khodn ung dung | Coding Practices:
) = Puong dan reset/quén mat khau dugc giri g Phu luc 02 | theo Muc ’Authentication
dinh danh o dneqe s Alqen A nguoi . x
qua email phai bi mat hi¢u lyc sau lan truy qon hudéng dan | and Password
cap dau tién hoac sau 8 gio néu khong 9. tai Phu luc | Management”
dugc truy cap. 02.

= Néu chirc ning reset/quén mat khau thuc
hién guri mat khau qua email, tin nhén thi
mat khau phai dugc sinh ngiu nhién va
phai tuan theo chinh sach mat khau manh
tai muc 1.2.

= Néu chuc ning reset/quén mat khau sir
dung ma OTP dé kiém tra xac nhan tur




40

Noi dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cach
kiém tra

Tai li€éu tham chiéu

nguoi dung, viéc sit dung ma OTP (hudng
dan tai muc 9 trong cung tai liéu nay).
- Chi luu dang ma hash ctia mat khau, ma PIN
trong database (DB), sir dung thuat toan hash
tor SHA-256, SHA-512, SHA-3 va céc thuat
toan tuong duong.

Quan ly
phién dang
nhap

- Session phai dugc quan ly béi server, sinh
ngiu nhién va do dai tbi thiéu 1a 128-bit.
-Session phai duoc thiét lap thoi gian
timeout, gia tri timeout nén can bang gitta
nhu cau thuong mai va yéu t6 bao mat.

- Tao mai session sau khi dang nhap thanh
cong.

- X6a gia tri session id va céac dir liéu gan vai
session d6 khi nguoi ding dang xuat.

- Céu hinh thudc tinh “Secure” ddi véi céc
ung dung st dung HTTPS va “HTTP-Only”
cho truong Cookie.

-Ddi voi cac chire nang quan trong co tuong
tac voi database, ing v6i mdi phién phai sinh
thém 1 token ngau nhién, va thuc hién kiém
tra tinh hop 1€ cua token nay trudc khi xtr 1y
truy van tir nguoi dung.

Bao A
phién dang
nhdp cua
nguoi
dung

Phu luc 02

Kiém tra
ma nguén
ung dung
theo
huéng dan
tai Phu luc
02.

OWASP
Coding Practices:
Muc ”’Session
Management”

Secure
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Noi dun Huong Céach
o dung Yéu cau Muc dich | dan tham . X Tai liéu tham chiéu
quy tac : Kkhio kiém tra :
- Kiém tra phan quyén dya trén cac ddi tuong
duoc luu tai server (vi du: tham s6 Iuu trén
session server, dit liu luu trén DB,...).
- Phan quyén toi thiéu, chi dap tng du chic
nang va tai nguyén cho nguodi dung/ing
dung.
- Phia giao dién nguo1 dung: Chi hién thi cac
h\ A . A N X 1 . 2
thanh Phan ,glao §1¢n2 du:on\g d‘an, ham, Kidm  tra
tuong tng voi quyén cta nguoi dung. M neudn
- Phia server: Kiém tra quyén tac dong cua P . & OWASP Secure
N A s s . ... | Bdo v¢é dir ung dung . o
A x| nguol dung/ing dung trén cac ham va tai | ... , Coding Practices:
Phan quyén . \ f : A 14 . | liéu  cua | Phuluc 02 | theo "
nguyén tuong tng trudce khi thuc hién bat ctr | |, . x | Muc Access
. LA A ung dung huéng dan ’
tac vu nao téi hé thong. ! Control
A 14 14 e 14 A \ A A tal Phl.l luc
-Nén c¢6 tinh nang x6a phién lam viéc hién 02

tai cua nguoi dung hodc cac co che tuong
duong dbi véi cac truong hop quyén ngudi
dung bi thay d6i hodc bi disable boéi ngudi
dung c6 tham quyén.

- Khong dat trang quan tri public internet,
trong trudng hop bat budc phai dit public
phai gioi han cac IP dugc phép truy cap hodc
st dung co ché xac thuc da nhén 0.
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Noi dun : Hudéng Cach ,
o1 Gung Yéu cau Muc dich | dan tham . X Tai liéu tham chiéu
quy tac : Kkhio kiém tra :
, Kiém tra
o 1?01 ‘V.Gl cacf loai fiu 11‘¢u nhay cam nhu thonvg. S r’na nguon | j\vagp Secure
M& hoa cac | tin tai khoan ngan hang, private key... phai | Bao vé cac ung dung . o
T R . . A - - A Coding Practices:
dir liéu nhay | thuc hién ma hoéa trudc khi luu trir, sir dung | dir liéu | Phuluc 02 | theo | Muc “Crvptographic
cam thuat toan AES-256 hodc cac thuat toan | nhay cam huong dan T :’yp grap
i Practices
tuong duong. tai Phu luc
02.
-Stt dung moé hinh truy van prepared \ \ K1~em t;ra
: . .| bam bao ma nguon
, | statement (parameterized query) hodc cac | ., .
Tuwong tac | ., . vigc truy ung dung
- hinh thurc trong duong. AR
voi  back- U . , cap dir liéu | Phuluc 02 | theo
- Trong 1 s0 truong hop khong st dung dugce | | 3 . x
end - SQL e v AT A , bang SQL hudng dan
cac mo hinh & trén, phai thiét 1ap danh sach \ :
cqe A £ an toan tai Phu luc
whitelist cac dau vao mong muon. 02 OWASP Secure
—— — . ' Coding  Practices:
- ‘K. hczng cong kAhal d}ch vu ra mang ‘1nternet, " 7 Kidm  tra | Muc *Database
cai dat trong moi trudng mang an toan. bam bao mi neudn Security”
Tuong tac | -DPO1 voi cac hé¢ NoSQL co6 ho trg xac thuc, | vigc  truy . &
. e A1 ; ) n N e 1iA ung dung
vl back- | phai cau hinh xac thyuc khi truy cap. cap dir liéu
N , , 3 Phu luc 02 | theo
end - | -Phu thug)c vao hé NOSQL st dung, st dung | bang huéne din
NoSQL cac api ho trg truy van an toan hoac thyc hién | NoSQL an -
A S S A N tai Phu luc
escape cac ky tu dac biét khi xay dung cau | toan 02

truy van.
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N§i dung > Hudéng Céch <
DY Yéu cau Muc dich | dan tham . X Tai li€éu tham chiéu
quy tac : Kkhio kiém tra :
- Thiét lap danh sach whitelist cac ky tu dau | Pam bao K1~em t{ a
A ma nguon
. | vao mong muon dau vao nén 1a tap hop cta | viéc truy .
Tuong tac A 1 1iA ung dung
. chir cai, chit s6. cap dir licu
voi  back- n . 1 SR 3 Phu luc 02 | theo
- Lap danh sach blacklist cac ky tu dac bict (( | bang . x
end - XPath | . « A T hudéng dan
)=°[]:,*/vadau cach), loai boé cac dau | XPath an :
e, N . \ tai Phu luc
vao co chura cac ky ty nam trong blacklist. toan 02
- Thiét lap danh sach whitelist cac ky tu dau | Pam bao K1~em t;r a
A ma nguon
, | vao mong muon dau vao nén 1a tap hop cia | viéc truy .
Tuong tac AR ung dung
. chit cai, chir sb. cap dir liéu
voi  back- . , C 1 e 3 Phu luc 02 | theo
- Lap danh sach blacklist cac ky tu dac biét (( | bang . x
end - LDAP %l o s AP WA huéng dan
), *| & = vanullbyte), loai bé cac dau vao | LDAP an .
y 4 1, y . . tai Phu luc
c6 chura cac ky ty nam trong blacklist. toan 02
, . x A - Kiém tra
- St dung cac API ho trg viéc thuc thi cau ~ A
, A A A ma nguon
Tuong téc | Iénh hé thong. \ \ .
. A X ST w1 bam bao ung dung
vol  back- | - Khong truyén truc ti€p dit li€u nguoi dung | .,
N \ t. . > | viéc tuong | Phuluc 02 | theo
end - Tuong | truyén 1én tdi OS, trong truong hop bat bude | |, 7 . . x
g e 1K, 1A . oo x| tac vol OS huéng dan
tac voi OS | phai thi€t 1ap danh sach whitelist cac dau vao tai Phu luc

mong muon.

02.
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N§i dung > Hudéng Céch <
T Yéu cau Muc dich | dan tham . X Tai liéu tham chi€u
quy tac : Kkhio kiém tra :

-Khong truyén truc tiép dir liéu tir ngudi
dung dén cac ham include file.
- Lap danh sach whitelist cac dinh dang file
dugc phép upload tuy theo nghiép vu hé
thong (khuyén nghi cac loai file nhu docx,
xlsx, pdf, png, jpg). Validate file hgp 1€ nay
bang cach kiém tra phdn md rong cua file
tuong ng vao1 whitelist dinh dang file dugc Kiém tra

Tuong  thc upload. , mi ngudn

. - V61 cac truong hop khong bat budc thi | Pam  bao ung dung

vol  back- . A

end - Tuong khorgg luu ﬁlg upAload trong thu muc web, bod viée :u.mng Phu luc 02 thef) ]

the véi file | duyen thue thi trén thu’ muc upload. . tac vai file hL}’O’ng dan
- Khi can anh xa téi1 céc file ton tai trén hé tai Phu luc
thong phai thiét 1ap danh sach whitelist dau 02.
vao mong muén hoic gan cac gia tri dinh
danh tuong tng file thay vi truyén tén file.
- Khong tra vé duong dan tuyét déi cua file.
- Tat ca dit liéu, tai nguyén hé thong (bao céo,
file upload, file cdu hinh...) khong dugc luu
trong thu muc cho phép truy cip truc tiép
khong qua xac thuc.

Tuong tac | - Khitao HTTP request phia server, cac tham | Pam bao Kiém tra

voi  back- | s6 GET, POST cho request do tranh tao tir dir | viéc X 1y | Phuluc 02 | ma nguén

end - Xt 1y | liéu phia ngudi dung, hodc phai duoc kiém | back-end tmg dung
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N§i dung > Hudéng Céch <
DY Yéu cau Muc dich | dan tham . X Tai liéu tham chi€u
quy tac : Kkhio kiém tra :
back-end tra can than dé chéng ghi dé cac tham sb | HTTP theo
HTTP khac. request an huéng dan
request - Khong 1§y dia chi server tur dit liéu nguoi | toan tai Phu luc
dung gui 1€n. Trong trudng hop dia chi server 02.
can lay tir nguoi dung, phai blacklist cac IP
trong dai ndi bg sau khi da phan giai DNS.
Kiém tra
- Tat tinh ning “external entity resolve” va | Pam bao mi ngudn
Tuong tac | “remote doctype retrieval” cua xml parser khi | viec  truy ung dung
vol  back- | doc dir li€u xml. cap dir liéu | Phuluc 02 | theo
end - XML | -Kiém tra dit liéu nguoi ding, encode cac ki | bang XML huéng dan
tu dac biét (<> ) khi tao dir liéu xml. an toan tai Phu luc
02.
- Khuyén nghi chi thuc hién deserialize cac
dit liéu tir cic ngudn tin cdy, an toan hodic str Kiém tra
. | dung kiéu dir liéu json. bam bao ma nguoén
Tuong tac . \ X \: N ,
véi  backe | Cac tI“AlIO’ngA hop nam ngo:a1 muc 4.10.1 phai V?c thuc ung dung
end _ | thuc .hICH thém 1 trong 2 tac vu sau: . hién . Phu luc 02 | theo N
deserialize * Sinh 1 ma bi mét (S) va luu tai server. Khi deserjallze hg:é’ng dan
can gui dir liéu da dugc serialize (D), gtri | an toan tai Phu luc
kém ma hash duoc tinh theo cong thire: H 02.

= hash(D+S).
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Noi dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cach
kiém tra

Tai li€éu tham chiéu

= Khi can deserialize dit liéu D, thuc hién
sinh md H1 = hash(D+S), néu H va Hl
trung khdp moi thuc hién deserialize D.

= Thiét lap whitelist cic class dugc
deserialize. Kiém tra tén cac class trong
phén dit liu, néu cac class nay thudc
whitelist md1 thue hién deserialize dir liéu.

Kiém soat
dtr liéu dau
vVao

- Viéc kiém tra dir liu dau vao phai duoc
thuc hién phia server.

- Thuc hién viéc kiém tra dit liéu tir tat ca cac
nguon dit lidu co twong tac véi ngudi ding
(Cac tham s6 lay tr GET/POST request,
HTTP Headers, dir liéu lay tir DB, dir liéu tir
file upload,...).

- Xac dinh 1 kiéu encoding nhat quan str dung
khi hién thi, trao d6i hay luu trir dit liéu. Chi
thuc hién filter, validate dir liéu sau khi da
dua dir liéu vé kiéu encoding di xac dinh
trude do.

- Validate kiéu dir liéu, pham vi, kich thuéc
dir liéu va dinh dang dir liéu.

-Néu dir lidu dau vao bat budc 1a cac ky tu
dac biét, phai thiét 1ap danh sach whitelist cac
ky tu dau vao mong muén.

Pam bao
dir 11éu dau
Vao an toan

Phu luc 02

Kiém tra
ma nguén
ung dung
theo

huéng dan
tai Phu luc
02.

Secure
Practices:
“Input

OWASP
Coding
Muc
Validation”




47

Noi dun , Huong Céach :
o dung Yéu cau Muc dich | dan tham . X Tai liéu tham chiéu
quy tac : Kkhio kiém tra :
- Phai chi r6 character encoding cho dir li¢u
dau ra. ,
- Phai thiét lap gia tri Content-type tuong tmg
voi dinh dang dir li€u trd vé (vi du dit 1iéu json
phai tuong ung vé&i Content-type la
application/json)
- Response body phai giuqc encode theo nglr
canh st dung. Vi du: Pau ra la html, thuc hién
html encode cac ki tu dic biét (<>""&) tir cac 2
A 1m1:a n \ , £ 14 Kiém tra
nguon dit licu khong an toan (Céac tham so lay mi neudn
. .. | tt GET/POST request, HTTP Headers, dit , , . & OWASP Secure
Kiém soat | ... .z .. o en s bam bao ung dung . o
« 1. sx | liéu lay tr DB, dir li€u tu file upload,... cO | [ .. +x Coding Practices:
dir liéu dau P 2 » AP dir liéu dau | Phuluc 02 | theo s
thé di€u khién dugc boi nguoi dung). s . x | Muc Output
ra .., | raantoan huéng dan .
- Response header: loc bo cac ki tu dac biét : Encoding
tai Phu luc
(\n, \r) do di li¢u nguoi dung truyen vao. 02

- Cookie tra vé phai gi6i han toi thiéu nhat
cac thudc tinh (domain, path, httponly,
expire, secure). Tranh luu trit cadc dir lidu
nhay cam trén cookie, néu can luu trir cac dir
liéu nhay cam thi phai thyc hién ma hoa cac
dir liéu nay véi thuat toan déi ximg manh va
key chi dugc luu trén server.

-Han ché viéc chuyén hudng, chuyén tiép
dén cac URI khac. Néu tng dung c6 chuc
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Néi dun ; Huong Céach ,
R g Yéu cau Muc dich | dan tham ‘X Tai liéu tham chi€u
quy tac Kkhio kiém tra
nang nay phai 18p danh sach whitelist cac dia
chi server dugc phep thuc hién chuyén
huong, chuyén tiép.
- Xir Iy cac ngoai 18 bang try-catch va tra vé
cac thong bao 161 chung, thong bao 161 tra vé
khong duge chira cac thong tin nhay cam cua
nguoi dung, h¢ thong,... Kidm  tra
7 - Cac thong tin 101, ngoai 1¢ nay phai dugc log M3 neudn
Kiém soat | lai d€ phuc vu bao tri, xac dinh nguyén nhén Pam  bio m cglun OWASP Secure
ngoai 1¢ va | loi tng dung. : 5 CHNg Coding Practices:
) . : . . .| ghi log an | Phuluc 02 | theo - :
ghi log Umg | - File log phai dugc dat tai thu muc an toan t0aN huéne din Muc “Error Handling
dung ngoai thu muc web. tai P}?u lue and Logging”
- Khong log lai cac dir liéu nhay cdm (thong 0w
tin nguoi dung, session id, thong tin hé '
thong).
- G161 han nguoi dung cho phép truy cap file
log.
Su dung | - Loai cac code thira, cac thanh phan va thu Pam  bio Kiém tra OWASP Secure
framework, | vién khong can thiét. , st dun ma nguon Codin Practices:
thu vién | -Stt dung phién ban m(’riq nhat 01:1a framewbrl% Phuluc 02 | itmg dung Muc g »Qys terrll
third-part framework, thu vién tai thoi diém phat trién . theo ' - M
party P an toan x| Configuration
component) | tng dung. hudng dan &
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Néi dun Huong Céach
o qung Yéu cau Muc dich | dan tham . X Tai liéu tham chi€u
quy tac : Kkhio kiém tra :
- Thudng xuyén cip nhat cac ban va 16i cho ta1 Phu luc
framework, thu vién. 02.
- Tat ché d6 development cta framework khi
trién khai irng dung thuc té.
-Lap trinh vién phai nam rd duoc toan bo
ludng nghiép vu cua ting dung, phai xac dinh
cac ngoai 1€ cho tirng nghiép vu dé tranh cac
101 logic co thé xay ra.
- Cac chirc nang quan trong (vi du chuyén
khoan ngan hang), st dung cac hinh thuc
khéa hodc cac hinh thic tuong duong dé R
1 1R . Kiém tra
tranh 101 race condition. mi noudn
, . | -Dbi vai cac dich vu vidn thong, khi khach | . , na ng
X Iy |, 9 . e g A S bam bao ung dung
. hang dang ky cac dich vu cdc dich vu giatang | .., .
business S e en .o, .2 | xtr ly logic | Phuluc 02 | theo
. trén dién thoai di dong (VAS) phai cé tin . . x
logic A i1y \ an toan hudéng dan
nhan thong bao téi khach hang. :
Koo g . 2 A , tai Phu luc
-Po6i1 voi cac giao dich chuyén tién, vi du 02

chuyén tir tai khoan A sang tai khoan B: phai
thuc hién trir tién tai khoan A thanh cong rdi
maoi1 duoc thuc hién cong tién vao tai khoan
B.

-Pdi véi cac ing dung co chiic nang giri tin
nhin t6i ngudi dung phai giéi han s6 lan gii
tin trong 1 ngay ing v&i moi dau sb nhan tin.
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Noi dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cach
kiém tra

Tai li€éu tham chiéu

Dbi voi chirc ning quan trong nhu ding ky,
ldy lai mat khau chi cho phép gui <= 3
tin/ngay.

- Yéu cau khi str dung va sinh ma OTP:

e Gidi han sd 1an nhap sai véi mbi ma OTP
<=3 lan/ngdy, x6a mi cii va sinh m3 moi
khi nhap sai vuot qua sb 1an cho phép.

e Khong duge sit dung ma OTP lam mat
khau.




o1

Picu 9. Quy tic lap trinh an toan sir dung Wing dung C/C++

Huwong

Noi ducng quy Yéu cau Muc dich din tham .(;:aCh Tai liéu tham chiéu
tac : . kiém tra ;
khao
bam bao
trinh  Dbién 7
-Bién dich véi tiy chon chéng ghi de | 4ich  build Kiem tra
A 2n VOl cac tuy ma
bo dém (buffer overflow) , chon an todn noudn
-Bién dich véi tuy chon chong khai w0 nedin u’i
Thiét 14p bien thac qua SEH ‘rgl lf co )%é duﬁ Secure Coding in C and
dich an- t% An - Bién dich véi tiy chon DEP . ag }{5 h 6ny Phu luc 03 théog C++
: - Bién dich véi tiy chon ASLR - & .
N f : ... | cling nhu hudng
- Bat mtrc canh bao (warning) khi bién 9 \ x :
dich phi hop ngan kha dan tai
i T nang khai Phu luc
thac  thanh 03.
cong 16 hong
néu co
-Tranh 16i tran bo dém (buffer Phong tranh Kiém tra
, A overflow) phan  mém ma
Bao vé ung . X .o X N e X A
.= | -Tranh 161 tran s60 nguyén (integer | khoi cac 161 nguon L
dung an toan N . 2 , Secure Coding in C and
.o, x.. ~ | overflow) bd nhd phd | Phuluc 03 | Ung
khoi cac 1601 bd . X : . Y S C++
. -Tranh 161 st dung dinh dang xau | bién dung
nhd )
(format string) theo
- Tranh 161 st dung vung nh¢ sau khi hudng
giai phong dan tai




52

Huwong

Noi ducng quy Yéu cau Muc dich din tham .(;:aCh Tai liéu tham chiéu
tac : . kiém tra ;
khao
Phu luc
03.
- Tranh 16i tranh chép tai nguyén (race- Phong tranh Kiém tra
condition) va 161 deadlock phan  mém ma
\ A - Tranh 161 khi truy nhép file khéi cac 161 nguon
Bao v¢ Ung | . \ X ne aAs L1 . A .
. St dung duong dan tuyét doi khi nap | khi truy cap ung
dung an toan N PYY N
khi thao tic thu vién dong ‘ cac doi tuong | Phy luc 03 | dung Secure Coding in C and
e A - Truy nhép ding quyén khi thao taic véi | tai  nguyén theo C++
vol doi tuong A { .
t3i NQUVEN cac d6i twong tai nguyen, tranh su dung | cua h¢ thong hudng
guy tai nguyén voi quyén 1on hon nhu céu | nhu file, thu dan tai
can thiét , vién, Phu luc
- Tranh 15i leak tai nguyén hé thong memory,... 03.
bam bdo an Kiém tra
toan cho dir ma https://cwe.mitre.org/data
B4do mat khi , . . . liéu khi giao ngudn / definitions/311.html
) " . | -Su dung giao thirc an toan iy . . . -
giao tiép, xac . < e 1. .z oz | tiep, Xac ung https://cwe.mitre.org/data/
~_ | -Xac thyc an toan dam bao céc yéu to n Y
thuec, phan 1, < ) , thuc, phéan | Phuluc 03 | dung definitions/306.html
X , ma hoa manh, va st dung giao thirc an X . S _ :
quyéen ung | oo quyén  ung theo https://cwe.mitre.org/data/
dung - Phin quvin neusi dine an todn dung hudng definitions/287.html
quyen ng g dan tai | https://cwe.mitre.org/data/
Phu luc | definitions/285.html

03.



https://cwe.mitre.org/data/
https://cwe.mitre.org/data/
https://cwe.mitre.org/data/
https://cwe.mitre.org/data/
https://cwe.mitre.org/data/
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Noi dung quy > Huéng Céch £
Tz Yéu cau Muc dich dan tham . X Tai liéu tham chiéu
tac : . kiém tra ;
khao
- Str dung an toan bién mai truong, han | Cac yéu cau
ché cho nguoi dung tdc dong vao bién | bo sung
moi trudng chay cua chuong trinh nham  dam
- Kiém tra gia tri ham tra vé trude khi | bao moi
tiép tuc xu ly truong an
- Khoéng két ndi truc tiép tir ing dung | toan khi phat Kidm tra
client dén server database tip trung, can | trién  phan ma
xay dung server xu ly trung gian ddm | mém  cling noudn
bao c6 xac thyc, phan quyén theo ting | nhu cac budc &ig
Khuyén cdo | 'l khoan nguoi dung kiem tra 00| W ¢ 03 | dung SEI CERT C Coding
2 -Str dung cac cong cu phan tich ma | sung d¢ dam
bo sung , . theo Standard
ngudn dé phat hién céac 16i lap trinh bdo an toan huén
- Khong st dung cac ham bi danh dau | cho h¢ thong din & tai
obsolete Phu  luc
- Stra hét canh bao (warning) khi bién 03,

dich chuong trinh

- Tranh khai bao cac mang tinh c6 kich
thudc 16m trong ham

- Bam bao mdy tinh lap trinh tuan thu
cac Quy tic ATTT cho may tinh nguoi
dung cubi
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Piéu 10. Quy tic lap trinh an toan cho img dung mobile

Noi dung quy Yéu chu Myc dich | Hudngdan | Cach 1 ;o tham chiéu
tac : tham khao | Kkiém tra *
-Khong st dung tinh ndng ghi nhd | -Bao vé cac
mat khau doi1 vo1 cac ing dung quan | dir liéu nhay .
A \ \ , 2 - Application
trong, c6 chira cac thong tin nhay cam | cam cua Kiém tra Securit for  the
nhu: cdc ung dung lién quan dén tai | nguol dung, ma nguon o/
s A . A T o aia o | A 1 A . Android Platform.
Bao vé cac dir | chinh, ngan hang, thanh todn di¢n tir, | t6 chuc trén ung dung :

. n . N A A, L - Hacking and
liéu duoc luu | cac ing dung ndi1 bo truy cap vao cac | thiét bi. Phu luc 04 | theo | securin i0S
trt trén di dong | hé thong quan trong ... huéng dan Ny

~ A U N : Applications.
- Phan quyén, ma hoéa dir li¢u luu trix tai Phu luc ! .
e - Mobile Application
trén thict bi. 04. Securit
-Bao vé dir liéu nhay cam khi {mg Y
dung chay ché do nén
-Chdéng tan
cong theo doi
- Céc thong tin quan trong khi truyén du:‘ li¢u tr‘Aen Kiém tra | . Appllcatlon
e, . A duong truyen, ~ x| Security  for  the
, A gifta rng dung va may chu phai duoc , s ma nguon .
Bido mat giao 1z y A L > | chinh sua lam , Android Platform.

" L ma hoda (Co thé st dung cac giao thirc . 1A ~ ung dung :
ticp gilra Ung HTTPS, SSL/TLS). sai léch dir Phu luc 04 | theo - Ha(?klng _and
Sﬁgg V& M&Y | _Khi st dung HTTPS, SSL phai kiém l_ﬁla'n e huéng din ieculg%ons 105

tra trusted root CA, thoihanhéthanva | ., 7 .« . tai Phu luc PP o
CN tuong tng voi domain viee lay cac 04 - Mobile
' API cua Ung ' Application Security.
dung, giam

nguy co tan
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Noi dung quy Yéu chu Myc dich | Huéngdan [ Cach 1 yus sy tham chidu
tac : tham khao kiém tra :
cong Ién
Server.
7 -Giam nguy
- Ap dung chinh sach mét khau manh | co tan cong
doi véi nhitng tng dung ndi bo theo | bang cach 2 - Application
. N oA 2 \ A 11 A Kiém tra .
guy dinh vé mat khau manh cta don | quéet mat khau ~ x| Security  for  the
S LA X , . mi nguodn .
, A . | vi, voi cac ung dung khac, can khuyén | cua nguoi . Android Platform.
Bao mat xéc | N - . 2 . ung dung :
.. | cdo nguoi dung st dung mat khau | dung. - Hacking and
thuc nguoi > Phu luc 04 | theo . )
N manh. -Giam nguy . x| Securing i0S
dung A T A S 2 hudng dan S
- B4o mat trong luu trit mat khau trén | co bi tan cong . Applications.
Lo ) o tai Phu luc )
thiét bi. o khi nguoi 04 - Mobile
- Ap dung xdc thuc da yéu t6 khi truy | dung16 tén tai ' Application Security.
cap vao cac hé thong quan trong. khoan, — mat
khau.
-Chéng tng .
- Str dung Prepare-Statement tranh 18i | dung bi tan Kiém tra Se?uprri)tl |cat|ofr:) f the
Sql injection cong khi ma nguodn o/
. A LA A . . s 1% . \ , Android Platform.
Bdo vé tan | -Lap trinh an toan ngan chan 161 XSS | ngudi  dung ung dung :
A p A . < . X X oaa - Hacking and
cong phia | -Lap trinh an toan ngin chdn 10i | nhiem ma doc | Phuluc 04 | theo : :
: R < L LA . ~ | Securing 10S
client Tapjacking hoac ké tan hudng dan e
s \ < X | o . . Applications.
- Lap trinh an toan ngan chan 161 khi cong co duoc tai Phy luc | ~ Mobile
thao tac vai file thiét bi cua 04.

nguoi dung.

Application Security.
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Noi dung quy Yéu ciu Muycdich | Huéngdan | Cach | yuipn ham chiéu
tac : tham khao | Kkiém tra :
-Ngan 10 lot
thdng tin
A . - Tat chirc nang debug cua tng dung suol Cung o x| Security  for  the
Lap trinh an . . o . ; khi két noi1 ma nguon .
. .. .~ | -Khong luu cac thong tin nhay cam | .z .. . , Android Platform.
toan véi viée . A x ATA LA s thiet b1 voi ung dung :
1 LA .| nhu tén truy cap va mat khau vao trong | ~, K - Hacking and
xur 1y thong tin cac thiet bi | Phuluc 04 | theo : .
. | logs. . . x| Securing 10S
logs va A khac. hudng dan S
- X6a bé cac thong tin thira trong code - 1A : Applications.
debugger . C A, N -Ngan 10 Iot tai Phu luc :
trude khi xuat ban chuong trinh. A : - Mobile
thong tin 04. Application Securit
nhay cam khi PP Y.
ung dung bi
dich nguoc.
-Loai céc code thira, cc thanh phan | - Giam  thiéu
va thu vién khong can thiét. nguy co xuat 2 - Application
, A Y T ST Kiém tra :
Luu ¥ khi sir | St dung phién ban méi nhat cua | phat tir cac 10 m3 ngudn Secun?y for  the
framework, thu vién tai thoi diém phat | hong do thu , Android Platform.
dung Z A L, ung dung :
trién ung dung. vién cua cac - Hacking and
framework, thu : A N ) Phu luc 04 | theo : :
A ~ . | -Thuong xuyén cap nhat cac ban va | bén tha 3 . x| Securing 10S
vién do bén thir | ,x. A 2 hudng dan .S
3 cung cép 161 cho framework, thu vién. cung cap tai Phu luc Appllcatlor_ls.
' -Tat ché do development cua 04 |- Mobile

framework khi trién khai tmg dung
thuc té.

Application Security.
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Noi dung quy Yéu ciu Muycdich | Huongdan | Cach 1 puyia) tham chidu
tac : tham khao kiém tra :
-Han  ché Kidm  tra | - ApPlication
- Khéng hardcode cac théng tin quan | viéc dich M3 neudn Security  for  the
, o ~ | trong nhu (keys, | nguoc ma . & Android Platform.
Bdo vé ma X . ung dung :
noudn cla username/password...) N nguon  UNg | ppojic 04 | theo - Hacking and
& . -Stt dung ky thuat lam nhiéu ma | dung, c6 thé T ) ~ | Securing 10S
chuong trinh A S . . |z , hudéng dan LY
nguon, bién dich an toan trudc khi | lay duoc céc tai Phu luc Applications.
release chuong trinh. thong tin o4 |- Mobile Application
nhay cam. ' Security.

CHUONG IV. BQ QUY TAC CAU HINH ATTT CHO HE THONG
Picu 11. Quy tic cau hinh ATTT cho hé diéu hanh may chii

Noi dung Yéu ciu Muc dich Huong dan | Cach kiem | 13 i ham chiéu
quy tac : tham khao tra *
-Cai dat phién ban HPH mdéi | - BDam bao vige
nhat dé ¢am bao HPH dang duogc | cai dat duoc an Kidm tra chu ’ 7
Cai dat va cép | hang support, update. toan. hinh theo Ké thtra tiéu chuan
nhat H¢ dic€u | - Cap nhat ban va, dam bao khong Phu luc 05 NIST SP 800-123:

hanh (HDH)

mic cac 16 hé)ng bao mat da duoc
cong bd nham tranh bi tan cong
qua cac 10 hong 1-days.

huéng dan tai
Phu luc 05.

muc 4.1
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Noi dung Yéu ciu Muc dich Huong dan | Cach kiém | 1y yia ham chiéu
quy tac : tham khao tra ;
, - Yéu cau tit/disable cac dich vu, | -Pam bao cg’tc 7 ,
T,at/dlsable\ ng dung, giao tl}u’c mang 1fhor}g thaPh 7 phan K‘lem tra cau Ké thira ticu chuin
cac thanh | stt dung nham tranh viéc bat cac | khong st dung hinh theo _
A A ) . . \ . A ] Phu luc 05 , x . .| NIST SP 800-123:
phan khong sur | dich vu khong st dung, hacker c6 | khong  anh hudng dan tai muc 4.1
dung thé loi dung dé tan cong vao hé hqéng dén van Phu luc 05. o
thong. de ATTT.
- X6a hoac vo hi€éu hoa cac tai | -Pam bao an
khodn khong st dung trén hé | toan cho tai
thong. Boi, cac tai khoan khong | khoan cua hé
st dung cc')qthé bi loi dung dé | thong.
hacker ¢6 the xim nhap hé thong o | Ké thin tiéu chuin
& A -Po61 tén tai khoan mac dinh Kiém tra cau ]
Thiét lap : 3 ; R NIST SP 800-123:
) . 1 o | (HPH Windows) nham tranh hinh theo A
chinh sach tai C A Phu luc 05 . x .. | muc4.2.2 vakét qua
\ nguy co bi tan cong brute force hudng dan tai A .
khoan y < nghién ctru tinh hinh
password v&i cac username mac Phu luc 05. .
) . thuc tién.
dinh nhu administrator, guest..._
- Mat khau dugc dét theo yéu cau
tai quy dinh chinh sach mat khau
manh hién hanh cia EVN ban
hanh.
-Yéu cau quan trj tir xa phai sit | -Dam bao an Kiém tra ciu L s a 2
: dung kénh truyén c6 ma hoa: toan trong vi¢c hinh theo Ke thira tieu chuan
Quan tri tir xa : ' i Phu luc 05 NIST SP 800-123:

+ Trén Windows: st dung dich
vu Remote Desktop.

quan tri

huéng dan tai
Phu luc 05.

muc 5.2 va két qua
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khio

Cach kiém
tra

Tai li€éu tham chiéu

+ Trén Linux/Unix: st dung
dich vu SSH.
- C4u hinh gi6i han céc tai khoan
dugc phép str dung dich vu quan
tri tr xa, khong cho phép cac user
super administrator c6 quyén nay.
G161 han theo whitelist danh sach
cac user dugc phep quan tri tu xa.
- Gi6i han s6 lan tai khoan ding
nhap sai 1a 05 lan, néu vi pham bi
chin trong 05 phut dé tranh
hacker loi dung dé brute force
password ctia mot account nhiéu
lan.
- Gidi han thoi gian ty dong ngat
phién khi khong c6 hoat dong
trong mot khoang thoi gian 1a 05
phut nham giam rui ro khi hacker
chiém duogc quyén diéu khién cua
may quan tri va c6 thé remote vao
cac server di duoc thiét 1ap san
phién két ndi trude do.

nghién ctru tinh hinh
thuc tién.
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khio

Cach kiém
tra

Tai li€éu tham chiéu

Phan  quyén
tép tin trén
Linux/Unix

- Bién moi trudng SPATH khong
dugc chira cac duong tuong doi,
duong dan bat thuong, dudng dan
tré)ng. Bai, hacker c6 thé dit cac
file thuc thi vao cac dudng dan
nay dé thay thé cac 1énh mac dinh
trén hé théng. Tu d6 loi dung
nguoi diung dé thyc thi cac shell
script.

- G161 han theo whitelist cac tai
khoan dugc phép chay dich vu
CRON nhim tranh viéc hacker
loi dung cac account chiém quyén
duoc dé chay cac job theo ¥ mudn
trén hé thong.

-Han ché quyén sira céc file cau
hinh ctia CRON nhdm tranh viéc
hacker c6 thé sira noi dung file
CRON dé thuc thi cac job trén hé
théng.

-Pbam bao an
toan cho dir liéu
cua h¢ thong

Phu luc 05

Kiém tra ciu
hinh theo
huéng dan tai
Phu luc 05.

Ké thira tiéu chuan
NIST SP 800-123:
muc 5.3 va két qua
nghién ctru tinh hinh
thyc tién.

Yéu cau vé
Firewall mém

-Yéu cau sir dung firewall mém
trén hé thong:

-Tréen  Windows: st
Windows Firewall.

dung

-bam bao viéc
truy cap duoc
an toan.

Phu luc 05

Kiém tra cau
hinh theo
huéng dan tai
Phu luc 05.

Ké thira tiéu chuan
NIST SP 800-12?3:
muc 3.1, 6.5 va ket
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khio

Cach kiém
tra

Tai li€éu tham chiéu

-Trén Linux/Unix: s dung
iptables.

- G161 han dia chi IP quan tri dugc
phép truy cap dén may cha. Tuy
thudc vao dai mang, ip cua quan
tri vién dé thiét 1ap gi6éi han IP
dugc phép truy cap quan tri tir xa
dén may chu dugc quan 1y. Trong
truong hop dung may trung gian
dé truy cip vao may chu hé théng
can gi6i han dia chi IP cua ting
quan tri vién truy cap dén may
trung gian.

- C4u hinh tuwong lira mém chi mo
cho phép voi céac dich vu phuc vu
trén mdy chu, chin cac két ndi
con lai. Dua vao céc dich vu dang
chay trén hé théng dé xac dinh
cac port can két ndi theo Inbound,
Outbound, Forward va thiét 1ap
chan mac dinh.

qua nghién ctru tinh
hinh thuc tién.

Chinh  sach
quan ly log

-Ghi log mic dinh ciia h¢ dicu
hanh dé dam bao du log cho viéc

-bam bég viéc
ghi log day du,

Phu luc 05

Kiém tra ciu
hinh theo

Ké thira tiéu chuén
NIST SP 800-123:
muc 6.1.
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Noi dung Yéu ciu Muc dich Hugng dan | Cach kiém | 13; sy tham chiéu
quy tac : tham khao tra ;
forensic khi c6 ddu hiéu hé théng phuc vu diéu tra huéng dan tai
bi tan cong. su ¢O. Phu luc 05.
- Cau hinh thoi gian Iuu log toi
thiéu 1a 3 thang dé dam bao log
duoc luu trong thoi gian du lau
cho qua trinh forensic.
- Bong bo thot gian HDH vé may
chu tap trung dé dam bao thong
tin v€ thoi gian trong cac file log
la chinh xac.
- Cai dit, str dung phﬁn mém diét | - Pam bao phat
virus (HPH Windows) ¢ ché @ | hién som céac
Cai dat cac hé | bao v€ va cap nhat cadc mau diét | van dé¢ ATTT Kiém tra cau
thong bao vé | virus mdi hang ngay. trén hé thong. hinh theo
o 1A \ L,y . Phu luc 05 , x i
va gidm sat hé | - Truong hop don vi c6 giam sat huong dan tai
thong bang SNMP can cau hinh dé dugc Phu luc 05.
giam st bang h¢ thong SNMP tap
trung.
- User remote quan trj hé thong | -Dam bao moi R £
A A A s L s \ A 1x Kiém tra cau
Yéu cau moéi | phai enable co ché xac thyc da | truong van hanh hinh theo
truong  van | nhan t6 (token/OTP). hé thong an Phu luc 05 . x .
s . \ A , , \ hudng dan tai
hanh antoan | - St dung 1 may riéng dam bao | toan.

toan bd céc tiéu chuan ATTT cho

Phu luc 05.
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khio

Cach kiém
tra

Tai li€éu tham chiéu

may ngudi dung cudi dé van hanh
hé théng .

- St dung cac mdy riéng dé van
hanh hé théng, khong dung cho
cac cong viéc thong thuong hang
ngay (Duyét email, truy cép
internet, doc file van ban

MSOffice/pdf.
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Piéu 12. Quy tic cau hinh ATTT cho Web server

Noi duang Yéu ciu Muc dich Huong dfm Ciach kiém tra Tai hg}l‘tham
quy tac : tham khao chiéu
Yéu cau cai dit trén hé,diéu Kiém tra cau , 7
n A » | hanh an toan, da duoc thiét lap \ s hinh theo | Ké thua tiéu chuan
Yéu cau ve | z ., , . \ ~ | -DPam bao viéc cai | Phu luc 06, . x i ]
cai dit cau hinh chinh sach bao mat it duoe an toan Phu luc 07 hudéng dan tai | NIST SP 800-44:
: theo Quy tac ATTT cho HPH : . T Phu luc 06, Phu | muc 4.1, 5.1
may chu. luc 07
- GO b céac thu myc/trang mac
dinh nh1~r: cac trang vi duy,
hudng dan, cac trang quan tri
web server tu xa, cac trang
phuc vu dev, ~de‘t;ug nham tranh
bi khai thac 16 hong qua cac ndi
Lg durig Wep méc dinh. : -bam bao cac Kiém tra cdu
Tat/disable -Tat cac Module/Extension X A . R £ pn giA 2
. \ 2 A ) | thanh phan khong hinh theo | K¢ thura tiéu chuan
cac thanh | nguy hiém khong str dung nhu: | A Phu luc 06, . x : _
A < . A .| str dung khong anh hudéng dan tai | NIST SP 800-44:
phan mac | cac module hién thi thong tin \ r £ | Phuluc 07
. ) huong dén van dé Phu luc 06, Phu | muc 5.1
dinh server (module info, status,

version), hién thi noi dung thu
muc, cac module xur Iy CGI, xur
1y webdav nhim tranh bj khai
thdc cac module extension
khong str dung.

- Tét ché do
AutoDeploy/Debug trén web

ATTT.

luc 07
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khiao

Ciach kiém tra

Tai li€éu tham
chiéu

server (néu cd). Ché do
AutoDeploy/ Debug trén web
server c¢6 thé dua ra nhiéu
thong tin nhay cam hoac giy
mat kiém soat vé security.

G161 han truy
cap

- Chi truy cdp quan tri tur xa
trong mang ndi bo cua doanh
nghiép va co6 phuong thirc xac
thuc nguoi dung. Hacker c6 thé
chiém quyén kiém soat dich vu
web qua kénh quan tr1 tr xa tu
ngoai internet. Do d6 can c6 1ap
cac két ndi quan tri tir xa va co
cac phuong thuc xac thuc

nguoi dung nhu: st dung
username/password, OTP,
private key...

- Khong cho phép liét ké file,
thuy muc. Hacker co thé phat
hién ra cac file, thu muc nhay
cam cia hé thong.

-Péi v6i trudng hop can cau
hinh cho phép domain khac
truy cap ndi dung (Cross-origin

-Pam bao an toan
cho tai khoan cua hé

théng

Phu luc 06,
Phu luc 07

Kiém tra cau
hinh theo
huéng dan tai
Phu luc 06, Phu
luc 07

Ké thira tiéu chuan
NIST SP 800-44:
muc 5.2 .
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khiao

Ciach kiém tra

Tai li€éu tham
chiéu

resource sharing — CORS), chi
dugc thém tirng domain, khong
duoc thém nhém domain hoac
tat ca domain nham tranh bi tan
cong qua phuong thirc CORS.

Yéu cau vé
phan quyén an
toan

- Chay tién trinh web server véi
tai khoan user dugc giéi han
quyén (khong phai tai khoan
quan tri hodc c6 quyén tuong
duong). Khi hacker chiém
duoc quyen klem soat web s€
chi c6 quyén t01 thiéu va khong
thé nang quyén, chiém quyén
trén toan bo hé thong.

- Khong cho phép thuc thi cac
cau 1énh CGI, SSI nhim tranh
viéc hacker lgi1 dung céac script
CGI, SSI dé thyc thi cc cau
1énh twong tac véi hé thong.

-Pam bao an toan
cho dir liéu

Phu luc 06,

Phu luc 07

Kiém tra cau
hinh theo
huéng dan tai
Phu luc 06, Phu
luc 07

Ké thira tiéu chuan
NIST SP 800-44:
muc 5.2.1,5.2.2

St dyng ma
hoa SSL

- Khong st dung SSL version
2.0, SSL version 3.0 do SSL c6
16i bao mat khong thé khic
phuc duoc va da khong duoc ho
trg nang cap tir ndm 2015. Can

-Pam bao an toan
trén duong truyén

Phu luc 06,

Phu luc 07

Kiém tra ciu
hinh theo
huéng dan tai
Phu luc 06, Phu
luc 07

Ké thira tiéu chuin
NIST SP 800-44:
muc 7.5




67

Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khiao

Ciach kiém tra

Tai li€éu tham
chiéu

chuyén do6i st dung tir SSL
sang TLS.

-Khéng st dung céc
SSLCipherSuite  khéng an
toan: EXPORT, NULL, MD5,
DES, RC4. bay la cac thuat
toan ma hoa yéu, co thé bi giai
ma.

Chinh  sach
quan 1y log

- Thiét 1ap ché do ghi log, ghi
ludn phién/xoay vong log file
theo ngay nham tranh viéc file
log Iuu qué 16n, kho truy vét,
diéu tra theo nguoi dung.

- Binh dang dir liéu log phai c6
du théng tin phuc vu cho viéce
diéu tra, truy vét vi pham
ATTT dé dam bao ghi log lai
cac thong tin quéa trong cua
ngudi dung, bao gém: Client
IP, X-Forwarded-For,
Data/time, Request, Status,
Bytes Send, HTTP Referer,
User Agent.

- Bam bao log dugc
ghi day du, st dung
trong cac truong

hop diéu tra su co

Phu luc 06,
Phu luc 07

Kiém tra cau
hinh theo
huéng dan tai
Phu luc 06, Phu
luc 07

Ké thira tiéu chuan
NIST SP 800-44:
muc 9.1
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Noi dung
quy tac

Yéu cau

Muc dich

Huéng din
tham khiao

Ciach kiém tra

Tai li€éu tham
chiéu

-Luu trir ti thiéu 3 thang, c6
thé lwu trit tap trung hodc truc
tiép trén may chu dé dam bao
thong tin log du lau phuc vu
cho forensic.

Yéu cau cho
web server
PHP

-Ngan chan Remote code
Execute. Chin hacker co thé
thuc hién RCE qua web.

- G161 han thu muc PHP truy
cap dé tranh viéc hacker co thé
local file tir cac thu muc khac
khong phai thu muc web root.
- VO hi¢u hoa cac ham thuyc thi
tGi hé théng khong can thiét,
bao gbébm: exec, passthru,
shell_exec, system, proc_open,
popen, curl_exec,
curl_multi_exec,
parse_ini_file, show_source,
symlink, tranh viéc goi truc
tiép cac ham thuc thi vo1 hé
thong. Tir day hacker c6 thé loi
dung nhitng ham nay dé chiém
quyén diéu khién may chu.

-Pam bao an toan
truong hop st dung
PHP

Phu luc 06,
Phu luc 07

Kiém tra cau
hinh theo
huéng dan tai
Phu luc 06, Phu
luc 07
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Noi duang Yéu ciu Muc dich Huong dfm Cach kiém tra Tai hg}l‘tham
quy tac : tham khao chiéu
- Tét ché do hién thi thong tin
161 cua php dé tranh d¢ 16 cac
thong tin 161 quan trong, nhay
cam nhu téNn file, thu muc web,
thong tin 161...
A A - C4u hinh validate dit li¢u dé 1 %
Yéu cau cho XA A Kiém tra cau
han ché tan cong XSS. . . \ R
web  server L. 1A an 3 , -bam bao an toan hinh theo
chay - Tat ché do dgbug nham tranh truong hop sit dung Phu luc 06, huéng din tai
: bi khai thac, dé 16 cac thong tin : : Phu luc 07 :
ASP.NET \ Z an , | ASpX Phu luc 06, Phu
nhay cam qua ché do debug cua
(11S) . luc 07
cac web.
- User remote quan tri h¢ thong
phai enable co ché xac thuc da
nhan t6 (token/OTP).
- Str dung 1 may riéng dam bao ? ’
‘ toan bd cac ti€u chuan ATT'I: Kiém tra cau
Yéu cau moéi | cho may nguoi dung cudi d¢ | -Pam bao moi hinh theo
. N A s N \ N . | Phu luc 06, , x i
truong  van | van hanh hé thong . truong van hanh hé Phu luc 07 huong dan tai

hanh an toan

- St dung cac may riéng dé van
hanh hé théng, khéng dung cho
cac cong vi¢c thong thuong
hang ngay (Duyét email, truy
cap internet, doc file van ban
MSOffice/pdf.

thng an toan

Phu luc 06, Phu
luc 07
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Noi dung

Yéu cau

Huéng din

Ciach kiém tra

Tai li€éu tham

quy tac Myc dich tham khao chiéu
;{EimQuklgz Tham khao Ké thira tiéu chuan
Thiét 1ap an toan cho quan tri - Pam bio an toan | cAu }I]ﬁnh theo Quy tac | NIST SP 800-123:
Quan tri tr xa | tir xa theo Quy tac ATTT hé A . . | cau hinh ATTT | muc 5.2 va két qua

A1 . \ trong viéc quantri | ATTT  hé | [ ..» \ A . <

diéu hanh may chu. ‘A . hé diéu hanh | nghién ctu tinh

diéu  hanh . ) ; X

may chu. hinh thyc tién.

may chu.
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Piéu 13. Quy tic cau hinh ATTT cho hé quan tri CSDL

s Huwéng . L% e pen
Noi dltng Yéu cau Muc dich din tham Cich kiém Tai h@}l;tham
quy tac : . tra chiéu
khao
- Cai dat phién ban HPH an toan. Hé
quan tri CSDL phai dugc cai dat trén
hé diéu hanh an toan, da duoc thiét
‘ ‘ 1ap cau hinh ch}'nh sach bao mat dém Kidm tra ciu
\S/{ieélé cz‘fiaclilét EZ Ezg;};ﬁz %ﬁatac ATTT cho HE dicu | _ bam bao viéc hinh thgo Ké thira tiéu chuén

", R omayead cai dat dugc an | Phuluc 08 | huong dan | NIST SP 800-123:
quan tr1 | - Cai dat phién ban H¢ quan tri CSDL t0aN tai Phu luc | muc 4.1
CSDL antoan | an toan. Phién ban cai dat phai la 08 T T

phién ban van duy tri cac ban va cap '

nhat bo1 nha san xuat, duoc cap nha~t

bé}n va va dam bao khong mac cac 16

hong bao mat da duoc cong bo.

- X0a hoac khoa cac tai khoan, cac
Yeu ciu vé CSDL thura, khong str dung. Cac tai , 7
vice o8 bo/tit khoan, cac CSDL thtra c6 thé tifm an | -Dam bao cgic Kidm tra ciu Ké thtwra tiéu chuan

ec 8 s cac nguy co ATTT. Céc tai khoan, | thanh phan R NIST SP 800-123:

cac thanh N o , \ s eas . , hinh  theo A .

A . CSDL thtra, khong sur dung 1a cac tai | khong st dung . x| muc 5.1 va két qua
phan  thtra, X A , X A : Phu luc 08 | huong dan o ,

\ x| khoan, CSDL khong c6 trong ké | khong anh huong : nghién ciu ATTT
thanh  phan , , A \ | 44 X X tai Phu luc | , NP
khong it hoach st dung cia HE quéan tri | dén van  dé 08 ap dung trén hé quan
dung CSDL. ATTT. ' tri co so dir lidu.

- Khuyén cao nén tat cadc ham tuong
tac voi tai nguyén hé diéu hanh (ham
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e Huwon . <% serea
Noi dung Yéu ciu Muc dich din thay | Cheh kiém Taili¢u tham
quy tac : . tra chiéu
khao
doc, ghi file, thuc thi cau 1énh hé
théng) nham tranh viéc truy cap toi
Cac tai nguyén hé diéu hanh, ciing
nhu thyc thi cac 1énh hé thong thong
qua céc truy van téi CSDL.
- Cac ung dung khong dung tai khoan
c6 quyén quan tri dé két n01 dén
CSDL nham dam bao ke tan cong Kidm tra cAu Ké thira tiéu chuan
A A .z, | khong c6 quyén cao nhat véi CSDL | -Dam bao an A NIST SP 800-123:
Yéu cau thiét . L 1X 1A o . X ‘- hinh  theo A
N khi tng dung c6 10 hong va bi khai | toan cho tai . x| muc4.2.2 vakét qua

l1ap chinh sach . X \ ~ | Phuluc 08 | huéng dan A ,

i khoan thac. o o khoan cua h¢ tai Phu luc nghién ctru ATTT
- Yéu cau v€ mat khéu tai khoan: Mat | thong 08 © 77 | ap dung trén hé quan
khau dugc dat theo yéu cau tai quy ' tri co so dir licu.
dinh chinh sach mat khau manh hién
hanh ctia EVN ban hanh.

- Khong dung cac tai khoan quan tri,
nhoém quan tri cua hé diéu hanh nhu: Kiém tra ciu | K& thura tiéu chuéan

Yéu cau vé | root, Administrator, Local System,... | Pam  bio an hinh  theo | NIST SP 800-123:

phan  quyén | déchay dich vu CSDL nham dam bao toan cho dit lidu Phu luc 08 | huéng dan | muc 5.2 va két qua

an toan ké tan cong khong co6 quyén cao nhat ' tai Phu luc | nghién ctru tinh hinh
v6i HPH khi tmg dung c6 16 hong va 08. thuc tién.
bi khai thac.
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No¢i dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cich kiém
tra

Tai liéu tham
chiéu

- Phan quyén chi cho phép tai khoan
chay dich vu CSDL dugc phép truy
cap dén cac thu myc chira file dit lidu,
file log nham tranh viéc truy cap
khong mong mudn tir cac tai khoan
khac tdi1 cac dir liéu nhay cam.

- Yéu cau vé thiét 1ap quyén két nbi
CSDL dbi voi tai khoan mg dung
nham tranh viéc tin cong sau hon vao
hé théng khi ké tan cong c6 duoc két
ndi téi mot CSDL:

+ V&i moi ung dung, tao mot tai
khoan két ndi CSDL riéng.

+ V&i mdi tai khoan truy cap
CSDL, chi duogc cip quyén tbi thiéu
dam bao hoat dong theo yéu cau
nghiép vu cua ung dung.

Yéu cau vé
cdu hinh ghi
log cho hé
quan tri
CSDL

-Néu hé quan tri CSDL hd tr¢ tinh
nang ghi log audit:

+ CAu hinh ghi log tit ca 1an ding
nhap thanh cong va khong thanh
céng vao hé quan tri CSDL.

-Pbam bao cac
truong hop diéu
tra su co

Phu luc 08

Kiém tra ciu
hinh theo
huéng dan
tar Phu luc
08.

Ké thira tiéu chuin
NIST SP 800-123:
muc 6.1




74

Huwong

Noi dltng Yéu cau Muc dich din tham Cich kiém Tai lié}l‘tham
quy tac : . tra chiéu
khao
+ Thoi gian luu log yéu cau tdi

thiéu 1a 3 thang.

-Log truy cap hd tro theo ddi hé

thong, ghi nhan nhiing truy cip bat

thuong to1 CSDL

- G161 han chi dugc nhiing IP can Kiém tra cAu | K& thura tiéu chuan
Yéu cau vé | thiét dugc két ndi dén CSDL nhim | -Ddm bio viée hinh  theo | NIST SP 800-123:
gidi han truy | dam bao viéc két ndi téi CSDL tir | truy cap duoc an | Phulyc 08 | huéng dan | 6.5 va két qua
cap nhimg IP xac dinh, tranh viéc két ndi | toan. tai Phu luc | nghién ctru tinh hinh

tGi CSDL tir IP bat thuong. 08. thue tién.

- User remote quan tri hé thong phai

enable co ché xac thuc da nhan tb

(token/OTP).

- Str dung 1 may riéng dam bdo toan Kiém tra cu
Yéu cau mdi | bo cac quy tic ATTT cho may ngudi | -Pam bao moi hinh  theo
truong  van | ding cudi dé van hanh hé thong . truong van hanh | Phuluc 08 | huéng dan
hanh an toan | - St dung cac may riéng dé van hanh | hé théng an toan tai Phu lyc

hé théng, khong dung cho cic cong 08.

viéc thong thuong hang ngay (Duyét
email, truy cap internet, doc file van
ban MSOffice/pdf.
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s Huwéng . L% e pen
Noi dltng Yéu cau Muc dich din tham Cach kiém Tai h@}l;tham
quy tac : . tra chiéu
khao
Tham khao Tham khao £ i A 2

’ theo Quy theo Quy thc K¢ thtra ti€u chuan
- Thiét lap an toan cho quan tri trxa | -Bam bao an tac cau Au };ﬁ h NIST SP 800-123:
Quan tri tir xa | theo Quy tac ATTT h¢ di€u hanh mdy | toan trong viéc | hinh ATTT ATTT  he | Muc 5.2 va két qua
chu. quan tri hé diéu didu hanh nghién ctru tinh hinh

hanh may . \ thyc tien.

may chu.

chu.
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Piéu 14. Quy tic cau hinh ATTT cho Email Server

ns Huwéng . . X
Noi duzng Yéu céu Muc dich din tham Cach ki¢m Tai liéu tham chiéu
quy tac : Kkhio tra :
- Cac thanh phan cua hé théng email
phai duogc cai dat trén hé di€u hanh an
Yéu cau veé | toan, da duoc thiét 1ap cau hinh chinh 2 X
i ae , . N ] : \ \ Kiém tra cau
viéc cai dat | saich bao mat dam bdo theo Quy tic | -Pam bdo R A Len 2
N X n- \ hinh  theo | Tham chiéu tiéu chuan:
Hé  thong | ATTT cho HbH. modi  trudong . x
: N x : N . Phuluc 09 | huéng dan | -TLTK 1.
Email - Phi€én ban phan mém email server cai | cai dat an .
- s o1y Al . X ., \ tai Phu luc | -TLTK 2.
Server  an | dat phai lIa phién ban van duy tri cac | toan
hY 92 r A A 9 * \ 9 A 09.
toan ban va cap nhat bdi nha san xuat, dugc
cap nhat ban va va dam bao khong mac
cac 16 hong bao mat da dugc cong bo.
- User remote quan tri hé théng phai
enable co ché xac thuc da nhan to
(token/OTP).
~ . . | -Strdung 1 may riéng dam bdo toanbg | -Bam bdo Kiém tra cau
Y&u cau moi | 7 . o1 n \ R
truone van | €3€ U tac ATTT cho may ngudidung | méi  truong Phu luc 09 hinh  theo
Jong vV | 161 dé van hanh hé théng . van hanh hg | Thuluc huéng  din
hanh an \ A 2 A 1s % -
\ - Str dung cac may riéng dé van hanh | thong an tai Phu luc
toan. A £ A \ . A N
hé thong, khong dung cho céc cong | toan 09.

viéc thong thuong hang ngay (Duyét
email, truy cdp internet, doc file van
ban MSOffice/pdf).
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e Hwoéng . < X
Noi duzng Yéu cau Muc dich din tham Cach kiém Tai liéu tham chiéu
quy tac Kkhio tra
-bam  bao
phan tach hé
\ . | -Phéi ¢ firewall quan Iy chinh sach | 1ong, giam
Yéu cau ffic it ; | cée thanh oha thieu nguy 2 %
nan  tach | traffic gitra internet va cac thanh phan co bi tn K\lem tra cau o 7
(F:)éc thanh nhan/glri email chdne  chéo Phu Tuc 09 hinh  theo | Tham chi€u tiéu chuén:
han  trone | Truong hop co sir dung Edge role cua a & cAc v e huong dan | -TLTK 1.
P P exchange phai phan tich thanh phan sit X tai Phu luc | -TLTK 2.
hé thong | . T . X s - thanh phan
, nay véi cac thanh phan con lai bang ) n 09.
Email firewall quan 1y chinh sach thi mot
q y thanh phan
bi chiém
quyén
- Tat ca thanh phﬁn ctia hé thong phai _Pim  bio Kiém tra cAu ’ 7
~ A | dam bao co ché du phong muc vatly, | .. hinh  theo | Tham chi€u tiéu chuan:
Yéu cau ve | J tinh HA cho | Phy luc 09 hud 4 TLTK 1
tinh san sang tmeg dung e s : .. | hé thong uong - can '
-CSDL nguoi dung, mailbox phai efnail tai Phu luc
duogc backup dinh ky 009.
‘ - Toan bo traffic gui/nhan email phai | - Gidm thiéu Kidm tra cAu
Yéu cau ma | dwugc ma hoa SSL/TLS (SMTPS, | nguy co bi hinh  theo | Tham chiéu tidu chun:
hoéa dir liéu POP3,S, IMAPS, HTTPS) vo1 chung sr}ip, danh | Phuy luc 09 huéne  din | -TLTK 1 ’
email thu s0 ciia nha cung cap uy tin cap thong tin ai P%lu lue | -TLTK 2'
- D61 véi thanh phan nhan email gui tr | trén  kénh 09 o '
bén ngoai: Phai bat ho trg STARTTLS | truyén '
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Noi dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cich kiém
tra

Tai li€éu tham chieu

-D6i v6i thanh phan giri email ra bén
ngodi: Phai bat co ché st dung
STARTTLS néu bén nhan c6 hd trg
STARTTLS

Yéu cau vé
chéng email
gia mao
(phishing
email)

- Phong chdng email bi gia mao:

+ Tao ban ghi SPF, DKIM cho tén
mién

+ Tao ban ghi ngugc cho IP cua cac
thanh gtri/nhan email
- Phong chéng gid mao noi bo:

+ Yéu cau ngudi ding phai xac thuc
trudc khi gtri email (SMTP)

+ Phai ngan chan duoc viéc gia mao
ndi bd béng cach gia mao cau Iénh
MAIL FROM, hoac gid mao header
FROM khi gtri email
-Phong chdéng nhan duoc email gia
mao:

+ Phai ¢6 co ché kiém tra ban ghi
SPF/DKIM cua email nhan duoc

- Giam thiéu
nguy co bi
gia mao
email

Phu luc 09

Kiém tra cau
hinh  theo
huéng dan
tar Phu luc
09.

Tham chiéu tiéu chuén:
-TLTK 2.

Yéu cau vé
chong email
spam

- Khéng cho phép open relay

Giam thicu
nguy co bi

Phu luc 09

Kiém tra ciu
hinh  theo
huong dan

Tham chiéu tiéu chuén:
-TLTK 2.
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Noi dung
quy tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cich kiém
tra

Tai li€éu tham chieu

-CAu hinh kiém tra IP, domain
blacklist (reputation) theo t6 chirc uy
tin trén thanh phan nhan mail

- Phai hd trg cdu hinh chin loc theo cc
ti€u chi: IP, domain, dia chi email, tiéu
dé, tir khoa trong ludng mail str dung
truc tiép no1 bd

- Phai gidi han téc d6 gui nhan email
trén cac thiét bi trén thanh phan gui
email MTA

-H0 tro phat hién email spam theo noi
dung (Khuyén c4o)

spam hé
thong email

tar Phu luc
09.

Yéu cau vé
chong ma
doc

-Toan by email gri/nhan phai duogc
chan loc spam va quét virus

+ Riéng d6i v6i email giri/nhan trao
d6i voi bén ngoai phai di qua thiét bi
email gateway chuyén dung dam bao
loc spam va quét virus (vi du:
fortimail, cisco ironport, ...). (*)
- Hé thong email server can phai c6 co
ché chan loc mé doc, APT
- Cap nhat mau virus hang ngay

- Giam thiéu
bi lay nhiém
ma doc

Phu luc 09

Kiém tra cau
hinh  theo
huéng dan
tai Phu luc
09.
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s Hwoéng . L%
Noi duzng Yéu cau Muc dich din tham Cach kiém Tai liéu tham chiéu
quy tac : Kkhio tra :
-Hé théng Email Server khéng cho
pheép gui nhan email c6 dinh kém file
thuc thi ké ca trong file nén: .exe, .msi,
Jbat, .cmd, .com, .bin, .vb, .vbs, .vbe
| -Phéi xéc thyc da nhan t6 khi nguoi ? ,
Yéu cau vé | dung sur dung email qua web mail. q Kiém tra cau
xac thuc da | -DOi voi ing dung email client khong | - Giam thi€u Phu luc 09 hinh  theo ,
nhan t6 khi | ho tro xac thyc da nhan t6 nhu: | bi ~ chiém v e huéong dan | Khuyén cdo
st dung | Outlook, thunderbird, email cliept trén | quyén email tai Phu luc
email dién thoai, ... thi str dung co ché App- 09.
specific passwords (App passwords).
-P6i v0i dang nhap qua web mail noi
bd: Néu 1 account dang nhép sai 5 lan
lién tyc thi s€ yéu cau nhap captcha
Chéng ra ;n]?tm V§13d?rrrl1§ flhap qua giao thurc q Kiém tra cAu
quét  mat | SR POpS.Amap- - .| -Giam thidu hinh  theo
2 + Trong 1 connection chi dugc phép | , . | .. | Phuluc 09 . x
khau trong | .. A A 1A o~ 1A ~1.. | bl Ta quét = huéng dan
A > | dang nhap sai 2 1an, qua 2 1an s€ huy Ay 11 R :
lubng mail . , mat khau tai Phu luc
a1 connection do
nodi bo 09.

+ Gi6i han sb toc d6 tao connection
cua 1 ip client tir internet trén cac thanh
phan giao tiép vé&i client (SMTP,
POP3, IMAP
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s Hwoéng . L%
Noi duzng Yéu cau Muc dich din tham Cach kiém Tai liéu tham chiéu
quy tac : Kkhio tra :
- Luu day du log ddng nhap cua nguoi
dung ndi b trude khi gui email, thong
tin trong log bao gdm user account,
thoi gian, trang thai, ip nguoi dung.
- Luu day du log guri email khi trao doi
email nd1 by va email bén ngoai.
T%l.ong t1r‘1.tronAg log ‘bao.gomz. DEUOT ! S dung Kiém tra cdu A LA 2
L1 guri, nguoi nhan, thoi gian, ti€u de, - R Tham chié€u ti€u chuan:
Cau hinh log A , s trong qua hinh  theo
2, 1= | dung lugng, tén file dinh kem, trang | , . Phu luc 09 . x -TLTK 1.
truy veét h¢ o, L N trinh S huéng dan
£ .~ | thai, ip chinh x4c cia nguoi dung. : . : -TLTK 2.
thong Email X xr s oan NP forensic khi tai Phu luc
- Luu log day du tac dong vao h¢ thong | 1 = ..«
) . L an < | can thiét 09.
email: thoi gian, user tac dong, noi
dung tac dong, két qua tac dong, IP tac
dong.
- Tat ca cac log dugc luu tap trung, luu
to1 thi€u 3 thang. ,
- Log phai duoc day vé hé thong log
tap trung/SIEM.
Yeéu ciu va , Kiém tra cAu ) 9
vide  danh - Vigc danh gia ATTT cho hé thong | -Dam  bao Phu luc 09 hinh  theo | Tham chicu tiéu chuén:
s ATTT | Email phai duoc thyc hién dinh ky toi | duy tri tiéu b e huéng dan | -TLTK 1.
ginh Ky thiéu 6 thang 1 lan. chuan ATTT tai Phu luc

09.
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s Hwoéng . L%

Noi duzng Yéu céu Muc dich din tham Cach ki¢m Tai liéu tham chiéu

quy tac : . tra :

khao
Tham khao | Tham khé}o , 7
, .. | -Thiét 1ap an toan cho quan tri tir xa | -Pam  bao }he? Qu‘y t}ieo Quy t dc | Ke thra ticu c.huan
Quan tr1 tu theo Quy tic ATTT hé didu hanh méay | an toan tron tac cau hinh | cau hinh | NIST SP 800-123: muc
xa o y - y e tr? ATTTh¢ | ATTT  hé | 5.2 va két qua nghién
) >4 : diéu hanh | di€u  hanh | ctru tinh hinh thyc tién.
may chi. | may chu.
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Picéu 15. Quy tic cau hinh ATTT cho hé thong AD (Active Directory)

A Huwéng . . X
Noi dung quy Yéu chu Mucdich | dintham | CARKEM 1 yiiay tham khio
tac ‘ . tra ~
khao
- Cai dat phién ban h¢ di€éu hanh Kidm tra chu
Yéu cau vé vi¢c | an toan theo Quy tac ATTT cho | -Dam bdo moi N A e
N A 1A 1A . , . N hinh theo | Tham chiéu tiéu
cai dat h¢ thong | hé diéu hanh may chu. truong cai dat an | Phu luc 10 . x : 2
. e e 1A L TTA 1A . hudng dan tai | chuan: TLTK 1.
AD an toan - Cai dat phién ban H¢ thong AD | toan
. Phu luc 10.
an toan.
- r rem an tri hé thon
[{ge emote quai t; ¢ thong TLTK 3: Muc
phai enable co ché xac thuc da Imolement
nhan té (token/OTP). plement.
\ A 1 administrative
- St dung 1 may riéng dam bao -
A s z practices: Ensure
toan bo cac quy tac ATTT cho 2 £ o
A A A . P Z. 22 A , , N Kieém tra cau | administrative
Yéu cau mdbi | mady ngudi dung cudi dé van | -Bam bdo moi N
. A 1 . < 1A . A1 Phu luc 10 | hinh theo | tasks are  not
truong van hanh | hanh h¢ thong . truong van hanh - . x .
A ) i n 2 A A 1A . hudng dan tai | performed on hosts
an toan - Str dung cac may riéng dé van | h¢ thong an toan
. A A A . Phu luc 10. used for standard
hanh hé thong, khong dung cho L
A A \ \ user activities ( for
cac cong viéc thong thuong hang :
. A : A example, email
ngdy (Duyét email, truy cap and web browsing)
internet, doc file van ban MS g
Office/pdf.
A~ A 1.~ | -Khong st dung tai khoan dac | - Gidm thiéu . 2| Tham chiéu ti€u
Yéu cau bao vé A , - A 2 .z | Phuluc 10 | Kiém tra cau .
@i khoin dic | duyen nhom dac quyén dé | nguy co bi mat = hinh theo chuan:
*7 | remote desktop, dang nhap trén | cdc account dic -TLTK 1.
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A Huwon . <%
Noi ducng quy Yéu cau Muc dich din thagm Cich kiém Tai liéu tham khao
tac ‘ . tra :
khao
quyén, nhom dic | may tinh nguodi dung, member | quyén, account huéng dan tai | -TLTK 2.
quyén server, xac thuc LDAP, dé chay | thuoc nhom dac Phu luc 10. -TLTK 3: Muc
bash job, task scheduler, service | quyén Implement
trén may nguoi dung hoac administrative
member server néu nhu khong practices: Domain
thue sy can thiét. admins  (tier 0)
- Chi str dung cac tai khoan dac cannot log on to
quyén, tai khoan thudc nhom dic enterprise  servers
quyén trong qua trinh cai dit. (tier 1) and standard
- Gi61 han cac tai khoan thudc user  workstations

nhém c6 dic quyén trén Group
Policy ap dung trén cac Domain
Controllers. Bat ky tai khoan nao
duoc thém vao cac nhom nay trai
phép s€ bi tu dong loai bo sau
mot khoang thoi gian.,

- Trudng hop cac hé thong yéu
cau bat budc phai sir dung cac
account thudc nhom dic quyén,
tai khoan dic quyén can phai
thiét 1ap Log on to cho céc user
st dung chi trén cac may nay.

(tier 2).
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Noi dung quy
tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cich kiém
tra

Tai liéu tham khao

-Mbi quan tri vién can c6 1
account quan tri riéng. Khong st
dung chung account quan tri.
-Tat ca cac tai khoan user
thuong khéng c6  quyén
join/unjoin domain. Str dung mot
nhom tai khoan c6 quyén riéng
biét dé join/unjoin domain. Tét
ca cac tai khoan thuong khong co
quyén cai dit phin mém trén may
nguoi dung. Su dung mot nhom
tai khoan c¢6 quyén riéng biét dé
cai phan mém trén may ngudi
dung. Ngudi phuy trach hd tro cé
tham quyén s€ thuc hién viéc
quan ly cac account nay.

Yéu cau thiét 1ap
chong tan cong
leo thang

- Khéng cho phép cac tai khoan
Administrator AD dugc phép
dang nhap tur xa, dang nhip dang
bash job, didng nhdp dang
services.

Luu y: chi ap dung voi cac tai
khoan Administrator AD, khong

-Giam  thiéu
nguy co bi tan
cong leo thang

Phu luc 10

Kiém tra ciu
hinh theo
huéng dan tai
Phu luc 10.

Tham chiéu tiéu
chuén:
-TLTK 1.
-TLTK 2.
-TLTK 3:
Implement
administrative

Muc
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. Hudn . <R
Noi ducng quy Yéu cau Muc dich din thagm Cich kiém Tai liéu tham khao
tac : . tra :
khao
ap dung voi cdc tai khoan thugc practices:  Logon
nhom Domain Admins, restrictions can be
Enterprise  Admins, Schema enforced with:
Admins. Logon restrictions
- Khong cho phép cac tai khoan can be enforced
Administrator AD, cac nhom with Group Policy
Administrators, Domain Logon Rights
Admins, Enterprise Admins, Restriction
Schema Admins dugc phép dang
nhap qua remote desktop
services.
-Déi v6i cac tai khoan thudc
nhom Domain Admins,
Enterprise  Admins, Schema
Admins, trur tai khoan
Administrator AD, thi tat ca céac
tai khoan con lai phai giéi han
Logon to chi trén cdc may DC.
N S —Khogg Ch(,). pheg dan‘g. nhp }u . .2 Kiém tra cdu | Tham chiéu tiéu
Yéu cau thiét 1ap | xa doi1 voi: Cac tai khoan | - Giam thiéu 5 2
’ z . .. , , . A Phu luc 10 | hinh theo | chuan:
chong tan cong | Administrator AD, ca&c nhom | nguy co bi tan - . x .
chéo Domain  Admins, Enterprise | cdng chéo huéng dan tai | - TLTK 1.
’ Phu luc 10. -TLTK 2.

Admins, Schema Admins. Tai
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Noi dung quy
tac

Yéu cau

Muc dich

Huwéng
dan tham
khao

Cich kiém
tra

Tai liéu tham khao

khoan local Administrator, nhom
Administrators.

-Khong cho phép dang nhdp
dang bash job (task scheduler),
dang nhap dang services doi véi:
Cac tai khoan Administrator AD,
cac nhém Domain  Admins,

Enterprise  Admins, Schema
Admins. Tai khoan local
Administrator, nhdém

Administrators.

-Khong cho phép dang nhap
locally d6i véi: Cac nhom
Domain  Admins, Enterprise
Admins, Schema Admins.
-Khong cho phép dang nhap
remote desktop d6i véi: Cac tai
khoan Administrator AD, cac
nhém Domain Admins,
Enterprise  Admins, Schema
Admins. Tai khoan local
Administrator, nhém local
Administrators.

-TLTK 3: Muc

Implement
administrative
practices:  Logon
restrictions can be
enforced with:
Logon restrictions
can be enforced
with Group Policy
Logon Rights
Restriction
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e Huwéng . L%
Noi ducng quy Yéu cau Muc dich din tham Cich kiém Tai liéu tham khao
tac ‘ . tra :
khao
A A A n 5 | Tham chiéu tiéu
Yéu cau vé vigc N A Kiém tra cau 2
< A A < ~_ .4 | -Luu trit thong R chuan:
lou  log dang | - Yéu cau luu log dang nhap toi | .. o Phu luc 10 | hinh theo
. 21 . tin cho viéc - . x . .| -TLTK1.
nhap thiéu la 3 thang. . hudng dan tai
forensic -TLTK 2.
Phu luc 10.
Yéu céu vé vige | -Vige danh gid ATTT cho h¢ | -Pam bao duy | . . Zﬁfg chieu ticu
danh gia ATTT | théng AD phai duoc thuc hién | tri tiéu chuan v e N/A TLTK 1
dinh ky dinh ky ATTT '
Tham khao
’ theo Quy | Tham  khao | K€ thira ti€u chuén
- Thiét 1ap an toan cho quan tritr | -Dam bao an tac cau theo Quy tac | NIST SP 800-123:
Quan tri tir xa xa theo Quy tdc ATTT h¢ dieu | toan trong viéc | hinh ATTT | cau hinh | myc 5.2 va két qua
hanh may chu. quan tri hé diéu ATTT hé di€u | nghién clu tinh
hanh may | hanh may chu. | hinh thyc tién.

chu.
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Piéu 16. Quy tic cau hinh ATTT cho hé thong Proxy

Huwéng

Noi dltng Yéu cau Muc dich din tham .(;:aCh Tai h@}l; tham
quy tac : Kkhio kiém tra chiéu
- Cac may chu lam proxy server phai dugc
thiét 1ap cau hinh chinh sach bao mat dam
bao theo Quy tac ATTT cho h¢ diéu hanh
Yéu cau vé€ | may chu (Chi 4p dung néu dung proxy 2
ca s e Kiém tra A n
viéc cai dat | server). \ , .. X . Tham chicu tiéu
o % Al A A .. 4+, | -Pam bao cai cau  hinh 2
hé thong | - Phién ban phan mém proxy server caidat | .. A z . chuan:
pe TN LA 1a X . ; 1. .| dat hé¢ thong | Phuluc 11 | theo hudng
Proxy phai la phién ban van duy tri cac ban va foxv an toan 431 tai Phu | TLTK 1.
Server  an | cap nhat boi nha phét trién, duoc cap nhat | PO S TLTK 2
toan ban va va dam bao khong mac cac 10 hong ' '
bao mat da dugc cong bo.
- License céc tinh nang ctia h¢ thong phai
con thoi han st dung.
-User remote quan tri hé théng phai
enable co ché xac thuc da nhan to
(token/OTP). Kiém tra
Yéu cau mOi | - Str dung 1 may riéng dam bao toan by | -Dam bao moi Phu Tuc 11 cau  hinh
truong van | cac tiéu chuan ATTT cho may nguoi dung | truong van hanh ulue theo hudng
hanh an toan | cuoi dé van hanh hé thong . hé thong an toan dan tai Phu
- Sir dung cac may riéng dé van hanh h¢ luc 11.

théng, khong dung cho cac cong viéc
thong thuong hang ngay (Duyét email,
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Huwéng

Noi dltng Yéu cau Muc dich din tham .(;:aCh Tai h@}l; tham
quy tac : Kkhio kiém tra chiéu
truy cdp internet, doc file van ban MS
Office/pdf.
-Viéc tich hop hé théng Proxy/ Web
Security phai dam bao toan b cac dir liéu
g1 nhan n(f)@ bo va giri nhan ra ngoai déu
di qua h¢ thong Proxy/Web Security.
- Thu:c hién chan toan b cac két no1 truc
ti€p tor nguoi dung ra internet trén firewall 2
s : , , Kiém tra A n
~ x| -Cob gi61 han Firewall chi cho phép truy , , 2 X . Tham chiéu tiéu
Yey cau ve cAp vao quan tri hé thdng proxy chi tir ma -Dam bao trién hul cdu  hinh chuén:
thiét lap he | C4P Va0 quan U1 he thONg proxy Chl WMy | i gy g | Phulue 111 o6 hueng '
théng proxy quan tri cd tham quyen.,Flre\zvall chi m¢ hinh din tai Phu | TLTK 1.
cac port theo nhu cau toi thi€u dam bao well. |- TLTK 2.
hoat dong cua h¢ thong Dong toan b cac ' '
két nbi khong can thiét.
- Thuc hién cau hinh trén firewall chi cho
phep dai IP dugc phép truy cap dén.
- Thu’c hién cu hinh chin trén hé thong
néu c6 ho tro.
Yéu cAu - Gio1 han 8 lar} nh,ap gassword khong 3 . K(lem ‘tra Tham chiéu tidu
ding nhap cho phép nhap sai qua 5 lan. | -Giam thiéu Phu Tuc 11 cau  hinh chuln:
A 2’| - G161 han thoi gian timeout cua phién két | nguy co bi do Co theo huéng i
mat  khau | . 7 7. \ . SOV x .. -TLTK 1.
ciia Quan tri noi quan tri toi da 1a 15 phat. v quét mat khau dan tai Phu | TLTK 2
| -Tat ca céc tai khoan phai c6 mat khau. luc 11. '
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Huwéng

Noi dltng Yéu cau Muc dich din tham .(;:aCh Tai h@}l; tham
quy tac : Kkhio kiém tra chiéu
vién hé | - Mat khau c6 d6 dai téi thiéu 10 ky tu.
théng Proxy | - Matkhau bao gém tdi thiéu 3 trong 4 loai
ky tu sau: chit cai viét hoa (A - Z); chir cai
viét thuong (a - z); chir s6 (0 - 9); céac ky
tu khac trén ban phim may tinh (" ~! @
#3%N&* () _-+={}[]1\[:;"" <>,
.?/) va dau cach.
- Mat khau khong chtra tén tai khoan.
- Thoi gian hiéu luc cua mat khau déi véi
tai khoan c4 nhan téi da 1a 90 ngay.
< . N Kiem  tra Tham chiéu tiéu
Yéu cau cau | - Cau hinh ty dong dong bd thoi gian -bam bdo thoi cau  hinh o
hinh  déng | - C6 cau hinh cap nhat thoi gian theo giao | gian  ghi  log Phuluc IT 404 hudng Ch.ll.lﬁr.ll.'K 9
bd thoi gian | thue NTP tdi server NTP tép trung chinh xac dan tai Phu | '
luc 11.
- Céu ~hinh Kjém tra
Yéu ciu chu | - Chu hinh ddy SNMP t6i hé théng SNMP | SNMP dé giam | o 1y | cdu  hinh
hinh SNMP | tap trung sat tliang , tha} o th:eo h}rorng
hoat dong cua h¢ dan tai Phu
théng luc 11.
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e Hwoéng . Asren
Noi d A A , x
o1 duns Yeéu cau Muc dich dan tham .(;:aCh Tai h@}l; tham
quy tac : . kiém tra chiéu
khao
-C6 su dung tinh nang SSL Inspection
(n€u hé thong ho tro). ., . . Kiém tra
A A A P . . -Giam sat va % .
Yéu cau vé | -Cau hinh trén web security gateway A . . cau hinh
, - " e 2 | phén tich cac | Phuluc 11 .
st dung ma | bypass khong gidi ma cac trang web tin A . S theo hudng
hé A A A s 1 A 1y . truy cap co su X .-
0a cdy v€ vé tai chinh ngan hang, cic web ~ 1 dan tai Phu
f N . e g dung ma hoa
chtra thong tin cd nhan cua nguoi dung luc 11.
nhu cac trang mang xa hoi, email.
Yéu cau vé | - Thyc hién cap nhat thuong xuyén danh 2
< < . < < 1A Kiém tra
ngan chan | sach C&C. -Ngan chan két cAu  hinh
cac C&C | - Thuc hién chdn két noi dén IP va domain | n6i t61 may chu | Phy luc 11 theo huén
Server di€u | cua may chu di€u khién ma doc C&C theo | dicu khién phat dn tai Phﬁ
khi€én  ma | cac thong bao ctia by phan ATTT tai don | tdn ma doc luc 1 '
doc Vi : '
- C6 bat tinh ning kiém soat két nbi dén Kiém tra
Yéu cau vé | ing dung (n€u co6 ho trg) -Ngan chan két Phu Tuc 11 cau  hinh
kiém  soat | - Thuc hién chén két nd1 dén cac may chu | noi cac tmg dung e theo hudéng
ung dung diéu khién to xa (nhu Teamviewer, | trai voi quy dinh dan tai Phu
Logmein, Ultraviewer). luc 11.
Yéu cau vé | -C6 dinh nghia cac loai trang web, cac | - Ngin chin viéc Phu Tuc 11 Kiém tra
chan loc cac | trang web doc hai, khong phu hop khong | truy cdp cac ulue cau  hinh
website duoc truy cap toi. website trai quy theo hudng
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Huwéng

Noi dltng Yéu cau Muc dich din tham .(;:aCh Tai h@}l; tham
quy tac : Kkhio kiém tra chiéu
(ULR - C6 dinh nghia cac loai trang web, cac | dinh trong gio dan tai Phu
Filtering) trang web c6 tinh chat khong phu hop vai | lam viéce luc 11.
cong viéc, khong dugce truy cip hodc gidi
han truy cap trong gio lam viéc hanh
chinh.
-Co6 cap nhat céc loai trang web, danh
sach trang web thuong xuyén bao gom cac
loai trang web dugc phép va khong duogc
phép truy cap toi.
- Cau hinh chi dugc két no1 dén cac trang
web duogc pheép truy cap.
- Cau hinh chan khong cho két n6i téi cac
trang web khong duoc phép truy cap
~ 1 x| -Cap nhat thuong xuyén cac mau virus leem ‘tra
Yéu cau vé ok < < cau  hinh
- mo1 nhat. - Ngan chan | Phuluc 11 ,
chan loc 1A o - Y N : e X S theo huéng
: - Co bat tinh nang quét virus, phat hién file | virus tai xuéng x .
Virus N i Lo . . dan tai Phu
doc hai dugce tai xuong tir website.
luc 11.
Kiém tra
Yéu cau | - C6 thuc hién chin ngudi dung upload tai X X ciu  hinh
chan file | liu 1én cac trang chia sé dir liéu truc Cl,lon% A that | Phu lyc 11 theo huéng
Z . . ) ~ 1 ~. | thoat dit liéu x .
upload tuyén, truy cap public email, mang xa hoi dan tai Phu

luc 11.
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Huwéng

Noi dltng Yéu cau Muc dich din tham .(;:aCh Tai h@}l; tham
quy tac : . kiém tra chiéu
khao
- Luu day du log truy cép cua nguoi dung, 7
thong tin log bao gom dia chi IP nguon, IP Kiém tra A n
A A A \ 2 . Tham chiéu tiéu
Yéu cau ve | dich, tén user, thoi gian, URL truy cép, | -Su dung Phu Tuc 11 cau  hinh chudn:
luu log hé | method, ma tra vé, content type tra vé, | forensic khi su e theo hudng i
p X, x .. -TLTK 1.
thong User Agent, Referer. cO xay ra dan tai Phu | TLTK 2
-Luu day du log dang nhap, tac dong hé luc 11. '
thong.
Tham khao ;ﬁ;%m k(gf}o Ké ~ thua  tiéu
, bam bio an | EOQUy | Z°° = | chuin NIST SP
Quan tri tur | - Thiét 1ap an toan cl}o quan tri tr xa theo todn trone Vidc tac cau hinh hinh 800-}23: muc 5.2
Xa Quy tac ATTT h¢ diéu hanh may chu. 0 rong vie ATTT hé ~ | vakét qua nghién
quan tri A s ATTT hé | |, h .
dicéu hanh A \ ctu tinh hinh
. \ diéu hanh X
may chu. thyuc tién.

may chu.
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Piéu 17. Quy tic cau hinh ATTT cho hé thong quin ly Antivirus tip trung

e Hwoéng . « X
Noi dun A A , x s pea <&
e g quy Yeu cau Muc dich dan tham Cach kiém Tai liéu tham chiéu
tac : . tra :
khao
- Cé4c thanh phan cta hé thdng Antivirus
tap trung phai duoc cai dat tréen HPH an
toan, da duoc thiét 1ap cau hinh chinh sach
bdo mat dam bao theo Quy tac ATTT cho
Yéu cau veé | hé diéu hanh. Kiém tra Tham chidu tieu
vige cai dat H¢ | - Phién ban Antivirus server cai dat phai la | - Dam bao cau hinh chuln:
thong phién ban van duy tri cac ban va cap nhat | mé1  truong | Phuluc 12 | theo hudng i
.2 A v 1n % A SRR R . x : -TLTK 1.
antivirus  tap | bdi nha san xuat, dugc cap nhat ban va va | cai dat an toan dan tai Phu
5 , . o AR A -TLTK 2.
trung an toan | dam bao khong mac cac 16 hong bao mat luc 12.
da duoc cong bo.
- Khong str dung céc account thugc nhom
Domain Admins, Schema Admins hoac
Enterprise Admin cai dat.
-User remote quan tri hé thong phai
enable co ché xac thuc da nhan to
(token/OTP). , , Kiém  tra
A A A , (o oa s 1. .. .., |-Dam  bao X .
Yéu cau modi | - Sirdung 1 may riéng dam bao toan bo cac méi  truong | Phu luc 12 cau  hinh
truong  van | ti€u chuan ATTT cho may nguoi dung & ulue theo hudng

hanh an toan

cudi dé van hanh hé théng .

- Str dung cic may riéng dé van hanh hé
thong, khoéng ding cho cic cong viéc
thong thuong hang ngay (Duyét email,

van hanh hé
thong an toan

dan tai Phu
luc 12.
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n Huéng . . X
Noi ducng quy Y&u cau Muc dich din tham Cach kiém Tai liéu tham chiéu
tac : . tra :
khao
truy cap internet, doc file van ban
MSOffice/pdf.
-Néu 1 h¢
thong
Antivirus tap
A A A h
Yéu cau veé trurig bauE Vi X
A A A A o L as , | 1 to chirc 16n Kiém tra £ A
phan  quyén | - Phan quyén vwra du cho cac tai khodn | . A % . Tham chiéu tiéu
. s AR . A thi can phan cau  hinh 2
quan tri  h¢ | quan tri vién hé thong Antivirus tap trung N . | Phuluc 12 , chuan:
X APV . o quyén cho cac s theo hudng
thong duoc quan 1y chinh sach may tinh tuong , C A x . -TLTK 2.
Antivirus tip | tmg quan tr1 vién dan tai Phu
trun : ' don wvi chi luc 12.
g quan 1y chinh
sach cac may
tinh cua don
vi minh.
Yéu cau ve - Bat tinh nang Real time protection trén Kiém  tra
thiét 1ap chinh | _ oo N0 nang e p ' p T80 Tham  chibu  tiéu
. A . | toan by cidc may tram cai agent Antivirus cau hinh 2
sach trén hé | : |, ., « X Phu luc 12 , chuan:
théng néu h¢ thong ho trg s theo huong | — TLTK 2
. 2 ~_ | -Dinh ky scan cac may client theo chu ky dan tai Phu '
antivirus  tap

trung

hop ly

luc 12.
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n Huéng . . X
Noi ducng quy Yéu cau Muc dich din tham Cach kiém Tai liéu tham chiéu
tac : . tra *
khao
- Toan bg nguo1 dung/server phai duoc cai
dat Antivirus client va dugc quan 1y boi hé
thd tivirus tap t .
0£1g an IAVIrqu ap trung N , | -Pam bao cac 2
~ A _x x| -Cap nhat mau virus tr vé may chu . . Kiém tra - A
Yéu cau ve cai - A . . : 2. | may tinh < . Tham chiéu ti€u
< s Antivirus tap trung va Antivirus client to1 | . A cau  hinh 2
dat va update .2 \ X client déu | Phuluc 12 . chuan:
L thiéu 1 ngay/1 lan < ae - theo hudng
antivirus A e o s A s . | dugc cai dat x . -TLTK 2.
. - Viéc cap nhat tur internet vé phai quahé | .7 . ~ dan tai Phu
client X 212 P .1 4 | va cap nhat
thong proxy dé ki€ém soat cac dia chi két . A luc 12.
ndi thuong xuyén.
- C4u hinh ty dong update ban vé cic Gmg
dung trén may chi/may tram (néu co).
Yéu cau cau -Dam bao Kiém tra
hinh self- | Céau hinh khong cho nguoi dung thay doi | ngud1  dung Ay hinh Tham chiéu tiéu
cac tham so cau hinh antivirus client. khong tu tat | Phu luc 12 , chuan:
defence cho S A AN < g < <~ 1 S theo hudng
. - Cau hinh khoéng cho ngudi dung go, tat | hoac g& bod x . -TLTK 2.
antivirus s A .S . . dan tai Phu
. bao vé cua Antivirus client. antivirus
client . luc 12.
client.
Kiém  tra Tham chiéu tiéu
Yéu cau chan | - Bat tinh nang ki€m soat thiét bi, cau hinh Phu luc 12 cau hinh chuAn:
thi€t bi ngoai | ngdn chan cac thiét bi ngoai vi uluc theo huéng | ~ TL'I:K 9

Vi

(USB/CDROM/...) két ndi v6i may tram.

dan tai Phu
luc 12.
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e Hwoéng . « X
Noi ducng quy Y&u cau Muc dich din tham Cach kiém Tai liéu tham chiéu
tac : . tra :
khao
-bam  bao 2
3 . 3 3 .. may tinh Kiem — tra Tham chiéu tiéu
Yéu cau cau | -Bat tuong Ira cua phan mém Antivirus newdi  dime | Phu luc 12 cau  hinh chuin:
hinh Firewall | client, cau hinh tudng Itra mém chan cac kﬁ()n bi téﬁ v e theo hudng | ~ TL'I:K 5
mém két nd1 chi€u inbound dén may tram (PC). | . g dan tai Phu '
cong ngang luc 12
hang. ' '
Yéu cau sao -bam  bao Kitm  tra Tham chiéu tiéu
A 1A - Cau hinh sao luu hé thong antivirus tap cau  hinh 2
luu hé thong \ . PO \ khoi phuc hé | Phu luc 12 , chuan:
.. ~— | trung hang ngay, luu to1 thiéu 03 ban sao s theo hudng
antivirus  tap X 2 thong néu cod x . -TLTK 2.
luu gan nhat. dan tai Phu
trung 16i.
luc 12.
-Luu day du cac log alert, log van hanh Kiém  tra | Tham chiéu tiéu
JE thay d6i ctia hé thong Antivirus tap trung. ciu  hinh | chuan:
I((I)au hinh lwu | _ Log luu trong thoi gian 3 thang Phy lyc 12 theo huong | -TLTK 1.
g - Log phai dugc day vé luu tai hé thong log dan tai Phu| -TLTK 2.
tap trung/SIEM luc 12.
, v Ijgiljm hitrfﬁ Tham chiéu tiéu
Panh gia | - Dénh gia ATTT dinh ky t6i thi€u 6 thang Phu luc 12 theo huén chuan:
ATTT dinh ky | 1 13n 1 _TLTK 1.

dan tai Phu
luc 12.
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n Huéng . . X
Noi ducng quy Y&u cau Muc dich din tham Cach kiém Tai liéu tham chiéu
tac : . tra :
khao
Tham khao Tham khdo |,z .. ... 2
theo Quy theo  Qu K¢ thira tiéu chuan
o ‘ o -Pidm bdo an | ticcAu | oo, oY |NIST SP 800-123:
R - Thiét 1ap an toan cho quan tri tur xa theo |, N tdc cau hinh N .
Quan tri tr xa 2 A A s . , toan trong | hinh ATTT . | muc 5.2 va két qua
Quy tac ATTT h¢ di€éu hanh may chu. .A s A 2 A ATTT hé . , <
viéc quan tri hé diéu didu  hanh nghién cu tinh
hanh may . \ hinh thuc tién.
may chu.

chu.




100

Piéu 18. Quy tic cau hinh ATTT cho hé thong VPN tip trung

Noi dung Yéu ciu M ta Huong dan | Cach kiém | 1.5 o, tham chiéu
quy tac tham khao tra ;
Xac thuc béng méat khau va két
, hop mot trong cac phuong thirc 7
Cac hé thong VPN xac thyc tap trung nhu: 7 Kiém tra
phai sir dung cac | - Xac thuc qua hé thong di€u khién cau hinh X n
, , , . K i Tham chiéu mot
bam bao phuong phap xac |truy cap TACACS (Terminal theo Min  chc  tieu
tinh  xac thuc. Khong sir | Access Controller Access-Control | Phu luc 13 hudéng phat
C LA oA x .| chuan:
thuc dung cac hé thong | System). , dan  tai | TLTK 1
VPN Kkhong c¢0 | -Xac thuc qua hé thong RADIUS Phu luc '
xac thuc (Remote Authentication Dial In 13.
User Service).
- Xac thuc LADP.
He théng VPN -ASu dung giao thirc TLS1.1 tré .
Nang muc hai st dung cac len. Kiem  tra ;
ang mue ) pl TUNE CAC | M hoa AES (128, 192, 256) cAu hinh |Tham chiéu mot
bao mat giao thtuc, ti€u \ , L A aae s A , A
A , 2 O - Str dung khoa RSA c6 do dai it theo phan cac  tiéu
lén  murc chuan ma hoa, X : . 2
cao  nhat thuAt todn an toan nhat 2048 bit. Phu luc 13 h1~J:0’ng chuan:
x XN A ' - Thuat giai bam SHA256 trd 1én. dan tai | -CIS Control V7.1
dugc ho bé xuat st dung ) & khoa thud h I
tro mitc bio mAt cag - S,u’ dung trao dA01 62 thudc Phu luc | muc 18.5
' : nhom ECDH, khéng dung RSA 13.

nhét.

key exchange.
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Noi dung Yéu chu Mb ta Huéng dan | Cach Kiem | r.; jio) tham chiéu
quy tac tham khao tra ;
- Dbi v6i cac két ndi tr VPN
client dén h¢ thong VPN:
, . + 2 r 2 r 2
He théng phai .Chl cho phép mé céc port chay Kidm tra
2 . dich vu VPN. X . . £ o
2 , duoc ki€ém soat ST SR S cau hinh | Tham chiéu mot
Kiém soat L, Z. 1 ~ - B61 véi cac két no1 to dai 1P A . A
z Z. két noi chat ché, Y . 1A theo phan cac ti€u
ket noi . , VPN dén céc h¢ thong ndi bo: , 2
\ tuan thu theo quy . 1A, 2A 4 s Phuy lyc 13 hudng chuan:
qua tuong . A Chan hét dén cac port quan tri, x :
, dinh vé mé két ndi X, A: aX dan tai | -TLTK 1.
Itra ) A port két n61 dén database...
cua don vi va , . Y Phu luc | -TLTK 2.
+ Chi cho phép mé vao cac trang
EVN. N L : 13.
thong tin co ban cua don vi
+ M¢ dang dén IP cua dich vu
can két noi.
Chi bat cac tinh
z , nang ho tro da Kiém tra
Tat - cac dam bao an toan cidu hinh
tinh ndng N A Mot s6 hé thong VPN c6 ho trg
X va thong ké cac o 9 . . theo
ho tro , > X cac tinh nang khong dam bao an .
R tinh nang nay s . » Phuy luc 13 hudng
khong . aR toan (Vi du: “SSL Legacy x :
X \ trong checklist dé L. ., dan  tai
dam bao . e 1A Renegotiation Support option™)
an toin danh gid chi bat Phu luc
1én khi c6 yéu cau 13.
su dung
Yéu cau moi | - User remote quan - Pam bio méi truene van hinh hé Kiém tra
truong  van | tri hé théng phai & Ve | Phuluc13 |cdu  hinh

hanh an toan

enable co ché xac

thdng an toan

theo hudng
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Noi dung
quy tac

Yéu cau

Huéng din
tham khao

Cich kiém
tra

Tai liéu tham chiéu

(véi hé
théng phéan
mém VPN
trien  khai
trén cac may
chu)

thue da nhan tb
(token/OTP).

-Stt dung 1 may
riéng dam bdo toan
bd cac quy tac ATTT
cho may nguoi dung
cudi dé van hanh hé
thong.

-Stt dung cac may
riéng dé van hanh hé
thong, khong dung
cho céac cong viéc
thong thuong hang
ngay (Duyét email,
truy cap internet, doc
file van ban MS
Office/pdf).

dan tai Phu
luc 13.

Quan tri tu
Xa

Thiét 1ap an toan
cho quan tri tor xa
theo Quy tac ATTT
hé¢ diéu hanh may
chu.

- Pam bdo an toan trong vi¢c quan
tri

Tham khao
theo Quy tic
céu hinh
ATTT hé diéu
hanh may chu.

Tham khao
theo  Quy
tdc cAu hinh
ATTT hé
diéu  hanh
may chu.

Ké thira tiéu chudn
NIST SP 800-123:
muc 5.2 va két qua
nghién clru tinh hinh
thuc tién.
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Piéu 19. Quy tic cau hinh ATTT cho hé thong firewall

CHUONG V. BQ QUY TAC CAU HINH ATTT CHO CAC THIET BI MANG

Noi dung Yeéu ciu Mo ta Huéng din Cich kiém Tai liéu tham
quy tac tham khao tra chiéu
1. Yéu ciu chung
Pua céac thiét bj vé Pua céc thiét bj vé trang Zggnggffnﬁogﬁgl Kidm tra
trang thai cau hinh thai cau hinh mac dinh khone cin  thi é'; U trinh
mic dinh treoe khi | truge khi thue hign khai | (08 S M phyle 14 | Y T
trién khai tich hgp | bdo cac cau hinh maéi dé che nguy . (;g t}i]ém thue t&
vao mang ludi tich hop vao mang ludi An mAt ATTT
bam bao s dung
firmware, phan mém va
bam bao su dun ban va khong c6 cac 16 , . s 2 £l A 2
firmware lﬁérgl héng ATTT nghiém Tranh bi khai thac Kiém  tra | Ké thura tiéu chuan:
mém v bénp v4 | trong dd dugc cong bd | cac 10 hong ATTT trong giao | - CIS Control V7.1
khong ton tai 13i | trong cic CVE nghiém trong cua dién quan tri | - TLTK 1.
: cac thiet bi. Phu luc 14 thiét bi -TLTK 2.

ATTT

C6 phuong an khic phuc
cac 10 hong tiém an cua
thiét bi

Pam bao tinh 6n
dinh cia h¢ thong

Thdng nhét phién ban hé
diéu hanh cho tat ca cac
thiet bi mang (cung

bam bao hé thong
hgat dong 6n dinh,
dong bo, don gian

Kiém tra
chinh sach
quan ly, tai
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Noi dung
quy tac

Yéu cau

Mo ta

thudc mot dong thiét bi)
trong cung phan 16p trén
mang

trong van hanh
khai thac

Yéu cau phat hién
va chong tan cong
tur internet

Phai dat IPS/IDS tai cac
ving mang ma monitor
dugc tit ca céac traffic
infout internet

Phai dat Firewall giira
két ndi tir Internet vao
mang ndi by, dam bao
toan bo traffic in/out
internet phai di qua
Firewall

Yéu cau phat hi¢n
va chong tan cong
ttr ndi bo

Phai dat IPS/IDS tai cac
ving mang ma monitor
duoc tat ca traffic in/out
cac hé thong can bao vé
Phai dat Firewall giira
két ndi tir cac hé thong
khac t6i hé théng can
bao v€, dam bao toan bd
traffic in/out cua vung
mang can bao vé di qua
Firewall

[PS/IDS dat tai
vung mang ma
toan b traffic
in/out to1 cac hé
thdng can bao
vé di qua thi
mo&1 phat hién
du va ding cac
tin cong xam
nhdp trai phép
t6i cac hé thong
do

Huéng din Cich kiém Tai liéu tham
tham khao tra chieu
liéu théng
ké cac thiét
bi.
Kiém tra | K@ thira tiéu chuan:
md  hinh - CIS Control V7.1
Phu luc 14 mang thuc | -TLTK 1.
té. -TLTK 2.
Kidm tra mo K& thira tiéu chuan:
Phu luc 14 hinh mang | - CIS Control V7.1

thuc té.

-TLTK 1.
-TLTK 2.
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Noi dung A A Huéng din | Cach kiém Tai li¢u tham
toL Yeéu cau Mo ta . S A
quy tac tham khao tra chi€u
2. Céu hinh an ninh 16p 1
Pé ngin chin
cac cac thiét bi
A A A 5 ’ 1 a :
Yéu cau Shutdown tat ca cac port rflan carg IO\;ao Kidm  tra
bong/Tat/Shutdow khong str dung trén thict nane, say f0op, X .
: 2 e C A anh huong dén Phu luc 14 cau hinh
n cac cong (port) | bi, chibatlén khi c6 yéu . : . R
A \ X, cac giao thuc thiét bi.
khong sur dung cau su dung .
trong mang va
cac rai ro vé
ATTT ,,
PO : Tham chiéu mot
D‘E Xac ‘Adu}h phan tiéu chuan:
thong tin vé cac CIS Control V7.1
thiét bi két noi
Cong dang bat phai co dau xa, da.m b?o .2
A A N N1 Ae Ko , duoc su tin cay Kiém tra
Yéu cau mo ta ket mo ta két noi rd rang xac AR & ; N
ndi 1o rang dinh dugc thong dau ndi cua cac ke‘g now Phy Iyc 14 cay hinh
' ' phuc hoi két noi thiét bi.

cua thiét b1 dau xa

trong  truong
hop bi tdn cong
lam 16i phéan
cung

3.

Céu hinh an ninh 16p 2
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Noi dung A A Huéng din | Cach kiém Tai li¢u tham
Y Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
.k . Bo ciu hinh
Yéu cau khong sur ](?eofaucl‘?u EE?GHVLAE VLAN default Kjém tra
dung VLAN | VAN 1) tré;‘;’ cio | (thuong 14 | Phulyc 14 cu hinh
default : VLAN 1) trén thict bi.
interface L
cac interface
Cau hinh chinh
xac cac cong Th hid .
L1 , . trunk, céng am chieu mot
Cau htmlrlﬂfhuxlh Xzz C(;: access  theo phan  cdc  ticu
" theo ding thiét ki daphe | Ging thiétké @3 i
Yéu ciu cdu hinh  cuns P phé duyét. " -TLTK L.
. o A duyét. Lo 2 Kiém tra | _TLTK?2
chinh xdc cac cong Lo . 2 \ - D61 vé1 cong X . :
2 D061 v61 cong trunk phai e e Phu luc 14 cau hinh
trunk, cong access N trunk phai gioi L
, A1 A gi61 han nhiing vlan N thiét bi.
theo dung thiét ke ae R han nhiing vlan
dugc phép di cong trunk, ; :
N . dugc phép di
khéng cho phép vlan 2
default di qua cong = trunk,
khdng cho phép
vlan default di
qua
4.  CAu hinh an ninh 16p 3
Xac thuyc cho cac Cac giao thirc du phong Bé, tranh  cac Kjém tra | Tham chiéu mot
giao thuc 16p 3 gateway (VRRP, HSRP, thiét bi gia mao Phu luc 14 cau hinh |phan cac tiéu
GLBP, NSRP...) phai két ndi vao thiét bi. chuan:
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port khong can thiét

Noi dung Yéu cAu Mb ta Huéng din Cich kiém Tai li¢u tham
quy tac tham khao tra chiéu
cdu hinh xac thuc giita mang ma khong -TLTK 1.
céc thiét bj can x4c thyc véi -TLTK 2.
Cac giao thuc IGP ggc thiet by da 7
(RIP/OSPF/ISIS...) phai ' Kiém tra
thiét 1ap chudi xac thuc cdu  hinh
c6 ma hoa gitta cac thiét thiét bi.
bi
Str dung chudi xac thuc Kiém tra
manh theo chinh sach cdu  hinh
cia EVN thiét bi.
Thuc hién dinh tuyén
(tinh/dong) chinh xac
cac dai mang can tham . .2
gia vao qué trinh dinh | DE 101 uu bang I(Alem lra
tuyén. Khong dinh tuyén d;ph ] tu}ién, tC}Elu{ ) b'h inh
Yéu cdu kidm soat | thirahodc dinh tuyen cac t.ranh cac thorgg oo
dinh tuyén chinh | ddi mang 16n hon nhu | tin dinh tuyén
; cAu khong can thiét
s€ tiém an cac
Véi cac giao thirc dinh nguy co mat 9
tuyén dong: Thuc hién ATTT Kjém tra
chan quang ba thong tin cau hinh
dinh tuyén ra ngoai céc thiét bi.
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Noi dung
quy tac

Yéu cau

Huéng din
tham khao

Cich kiém
tra

Tai liéu tham
chiéu

(Port déu,l Xuépg khach
hang, thiét bi dau cudi...)

Yéu cau cdu hinh
bao mat cho cac
phién eBGP vdi cac
dbi tac, khach hang
bén ngoai

Chéan viée quang
ba/nhén quang ba cac dai
I[P khong hop 1€ va
khong dugc dinh tuyén
trén mang Internet toan
cau (Cac dai IP private,
cac dai IP danh riéng cho
muc dich dac biét
(nghién cuu/du
phong/kiém thw/...), cac
dai IP nho hon subnet
/24 voi1 IPv4 va /48 véi
IPV6...).

Gioi han s6 luong céc
BGP prefix nhan quang
ba tir doi tac/khach hang.

Chan viéc quang ba ban
tin BGP Update chta
thong tin private AS
number ra cac ddi
tac/khach hang quéc té.

bam biao an
ninh bao mat
cho phién eBGP
peering v&i cac
ddi tac, khach
hang bén ngoai.
Tuan tha quy
dinh dinh tuyén
quéc té.

Kiém tra
cau hinh
thiét bi.

Kiém tra
cau hinh
thiét bi.

Kiém tra
cau hinh
thiét bi.
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N¢i dung LA A Huéng din | Cachkiém |  Taili¢u tham
Z Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
Trén cac interface dau
noi s dung dé thiét lap
eBGP: Thuc hién filter
TC,P pczrt 179 (phl cho Kidm  tra
phép cac ban tin BGP cAu  hinh
dén tu dia chi BGP AL
) \ Z. thiét bi.
neighbor ~ cua  doi
tac/khach hang, chan t:21t
ca cac ban tin BGP dén
tu dia chi IP khac)
5. Cau hinh quan tri
Luu cau hinh trude khi | o =«
tac dong va dinh ky t61 ) \ . Kiém tra | Tham chiéu mot
2 XA hinh dam bao X . A . A
o thiéu 01 lan/tuan. ‘ hue hdi tron cau hinh |phan cac tiéu
Yéu chu vé sao lvu | Luu tdi thidu 02bangan | PR° 19 SO 0 [dhiét bi, | chudn:
cAu hinh nhét. o ﬁoéc‘-’p = I quy trinh | -TLTK 1.
Khong luu ban sao luu cone thay ddi tac dong | -TLTK 2.
trén may tinh ca nhéan ong Liay h¢ thong. - CIS Control V7.1
, Y e cau hinh
cua quan tr1 vien
Al AL A a1, , A 1 A e . , .2 Tham chiéu mot
Yéu cau vé quan ly St dung h¢ thong AAA bo1  voi  cac Kiém tra Min  cAc  tidu
tai khoan dé quan ly tai khoan thiét bi ho tro Phu luc 14 cau  hinh E huAn:
nguoi dung tidp trung khai bdo AAA thiet bi. :

-TLTK 1.




110

N¢i dung LA A Huéng din | Cachkiém |  Taili¢u tham
Z Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
(xac thuc, phan quyén, -TLTK 2.
ghi lich str tac dong) - CIS Control V7.1
To1 da 02 tai khoan quan
tri local dung cho truong
hop khan cap
bam bao xac
Quan tri vién phai su dinh duoc doi 2
. \ X L an Kiém tra SO A 2
dung tai khoan dugc cap tuong tac dong X . K¢ thura tiéu chuan:
A A A . . e ; cau hinh
riéng, phan quyén phu vao thiét bi thit bi -TLTK 1.
hop trén local/AAA dung chirc nang -
va quyén han
7 7 bam bao khong 7
D61 mat khau mac dinh bi truy cap :tréi Kjém tra
cac tai khoan local cua phép bang cau  hinh
thiét bi account/passwo thiét bi.
rd mac dinh
Thiét 1ap chinh sach mat
khau manh cho céc tai Dépq bao mat
khoan trén local/AAA: khau manh Kiém tra £l A 2
Ay L1 A A J LA x . Keé thtra tiéu chuan:
- Mat khau local trén chong tan cong cau hinh | TLTK 1
thiét b1 phai dugc cau do quét mat thiét bi. '

hinh ma héa hodc an di
trong file cau hinh

khau




111

Noi dung A A Huéng din | Cach kiém Tai li¢u tham
Y Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
KhAO& sat 5 : lgn dar}g Pé choéng tan Kiém tra IO 2
nhap sai, thoi gian khoa R \ . X . Keé thtra tiéu chuan:
.. \ 2 ~ cong do quet cau hinh
tai khoan do dang nhap mat khau thiét bi -TLTK 1.
sai la 10 phat : i
bam bao nguoi
\ Ca A 1 quan tri két noi R
Quan tri thiet bi qua | s piheo Kiem  tra |« va tidu chudn:
VLAN quéan tri danh , \ cau hinh
ién ding IP va thiét bi - CIS Control V7.1
g VLAN  quy L
hoach
Quan tri thiét bi qua két
noi tryc tip Console i i . Keé thura ti€u chuan:
. . . | hoic Két nbi tir xa an | Dam bao giao B -TLTK 1.
Yeu cau vé ket n0i | toan, co mahoa (SSHv2, | thue Ketndi c6 | pp 0y Kiém tra | _C|S Control V7.1
quan tri HTTPS..) ma hoéa manh cau  hinh
5 : (néu thiét bi ho thiét bi.
T?lt cac giao thuc quan tro)
tr1 tor xa khong an toan
(Telnet, HTTP...)
bam bao thoi
Thoi gian timeout cua gian cho nguoi Kiém tra | Ké thua ti€u chuan:
cac phién két n61 quan tri quan tri  tac cau hinh | -TLTK 1.
toi da 1a 15 phat dong vao thict thiét bi. - CIS Control V7.1

bi va s€ bi time-
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N¢i dung A A A Huéng din | Cachkiém |  Taili¢u tham
Z Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
out khi khong
st dung ma
nguoi quan tri
khong chu dong
ngét
bam bio chi
nhiing  nguoi
G161 han chi cho phép quan tr1 duogc Kiém tra |Ké thira tiéu chuan:
quan tri tor cac IP theo quyén modi truy ciu hinh | -TLTK 1.
danh sach dang ki cap dugc vao thiét bi. -TLTK 2.
thiét bi theo quy
dinh
o Thiét bj phai duoc dong o Kidm e K¢é thira tiéu chuan:
Yéu cau cau hinh bo thoi gian theo toi bé dong b thoi Phu luc 14 cAu  hinh -TLTK 1.
NTP thieu 01 may chu thoi gian thuc T thiét bi -TLTK 2.
gian (NTP server) " - CIS Control V7.1
A e - . Trong truong
i{hlitA bi lf Ah (ailA dlll;(:xl: thle‘t hop khong co .2 Ké thira tiéu chuan:
Yéu ciu chu hinh | &P P#tenedoghilogva | 6ns juu log Kiem  tra ) 7.
Log cau hinh luu log Wp | 0"y thye | Phvlue 14 feau  hinh g ey
trung to1 thiéu 06 thang ' ; thiét bi.

cho céc hé thong cap do

hién thiét lap
luu trén local

- CIS Control V7.1
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Noi dung A A A Huong din | Cach kiém |  Tailiéu tham
S Yéu cau Mo ta . S &
quy tac tham khao tra chiéu
3 theo quy dinh cua B§
TT&TT.
SNMP phién ban v2c, v3 Pé giam sat
SNMP theo ché d¢ read- tr?ng t,h.al hoat
only dong véi SNMP
V29 hoac v3 voéi Tham chidu mot
Community string ché d6 chi doc Kidm  tra | ohin Céeu ti?
Yéu cdu cdu hinh | SNMP riéng dugc thong tin Lo g phal ocac el
SNMP N 1 thiét bi, co xac | Tnwluel4 o feau  hinh fchuan:
Xo6a bd community h 2 a thiét bi. -TLTK 1.
string mic dinh we rieng TLTK 2.
cac may chu
Chi cho phép truy cap giam sat duoc
SNMP tir may chu gidm phan quyén
sat theo quy dinh
6. Thiét lap cac tinh ning an ninh
Bat va cau hinh cac tir}h
nang phong chong tan Khi bat cac tinh 2
A N Ar ur R \ i - N A Kiém tra
Yéu cau bat tinh cong mang phu hop vai nang nay can X . % . A
< . X A X A ciu hinh |Ké thua ti€u
nang phong chong hé¢ thong CNTT duogc theo doi va danh A . '
Lo, n ; . n - Phu luc 14 trén cac | chuan:
tan cong mang trén Firewall bao Ve gia thidt bi CTLTK 1
cac Firewall (IPS/IDS, UTM, performance Eirewall '
Screening, SSL cua thict bi

Inspection (néu thiét bi




114

N¢i dung LA A Huéng din | Cachkiém |  Taili¢u tham
Y Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
ho trg va theo chinh sach
cua don vi)...
Danh sach C&C
Khai bdo phat hign va | V& Domain theo . Tham chiéu mot
< N S khuyén  nghi Kiém tra X . .
A A , ngan chan cac két noi \ . . phan cac tieu
Yé&u cau rule phat : A cua Cuc ATTT khai bao 2
R - C&C, cac domain ddc n 2 . o chuan:
hién va ngan chan hai —BOTT&TT dé Phu luc 14 policy trén CTLTK 1
cac két noi C&C S e tranh cac may thict  bi '
Khai bao rule & vi tri co nhidm APT két Firewall -TLTK 2.
hi¢u luc dau tién Lo A, \ - CIS Control V7.1.
noi vé may chu
C&C
Khai bao rule phat hién | Cac két ndi tur
va chdan nguoi dung nguoi dung
‘ qqén tr1 ra Internet truc quan tri ra
Yéu cau rule phat tiép va qua Proxy, chi internet  hodc Kiém tra | Tham chi€éu mot
hién va chan nguoi m¢ cho ngudi dung quan qua proxy déu Phu luc 14 khai bao | phan tiéu chuan:
dung quan tri ra tri dén cac hé thong theo c6 tiém an nguy T policy trén | - CIS Control V7.1.
Internet cac port quan tri TCP-22 co két ndi tdi thiét bi

(SSH), (TCP-23
(Telnet), TCP-3389
(RDP),1433 (MS-SQL),

may chu C&C
chua dugc phat
hién khi may



http://www.vncert.gov.vn/

115

Noi dung A A Huéng din | Cach kiém Tai li¢u tham
Z Yeéu cau Mo ta . <A
quy tac tham khao tra chiéu
TCP-1521->1527 nguoi dung
(Oracle), ~ TCP-3306 | quan tri bi tin
(Mysql), TCP-5432 cong APT ma
(postgresql), TCP/UDP- cac cong cu
161/162 (SMTP)... khac chua kip
phat hién va
ngan chan.
Nguoi dung
quan tr1 chi
duoc vao cac hé
thong quéan tri,
m¢&  port khac
nhu nguot dung
thong thuong
Khai bdo rule phat hién Chi m¢ cac rule
Yéu cdu rule phat Vé} C}‘lfln 1‘<é’t néi,port qu?m quan tri tur Vl]_ng
A s 1AL A tri tr vung co security mang  Office
hién va chan két noi X \ . . .2 & n
port quan tri tir level _thap sang V.ung co (V}mg _ mang Klem t,ra Th‘Aam.Achleu Xm()t
ving  c6 secu rity security level cao: Van phqng) vao Phu luc 14 kha_l b?.O phan ti€u chuan:
level thip sang - Internet: Level 1 DMZ va S(,arveAr T po.I,lcy.tren -TLTK 1.
ving ¢ security - Wa_n: Level 2 Farm khi co phé thiét bi - CIS Control V7.1
level cao - Office: Level 3 duyét cua lanh
- DMZ: Level 4 dao co6 tham

- Server Farm: Level 5

quyén
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Noi dung Yéu cAu Mb ta Huéng din Cich kiém Tai li¢u tham
quy tac tham khao tra chiéu
- bam bao cac hé
théng c6 mirc
security  level
thap hon khong
thé quan tri
duoc cac hé
théng c6 mirc
security  level
cao hon
V61 port quan tri: bam bao viéc
- Mo chi tiét va cu thé | chi nguoi dung
theo ip nguoi dung va hé quan tri  hé
théng dugc cip phép théng nao duoc
trén Firewall Office, truy cap hé
Yéu cau rule khai | Firewall WAN théng d6, khong 2 I
, : . , \ re 1A , Y A Kiém tra | Tham chiéu mot
b4o Policy vua du - M& theo dai khong qua mao thtra nguodn, khai , A 2
. , A - , 5 ai  bado | phan tiéu chuan:
cac dia chi nguon, subnet 24 trén F!rewall dich hoac port Phu luc 14 oolicy trén CTLTK 2
dia chi dich va port Server Farm, Firewall dich vu dé tranh thiét b _CIS Control V7.1

dich vu

DMZ
Vi cac port khac:

- M¢ khong qué subnet

16

- M¢ khong quéa range

2000 port

bi tin cong
théng qua céc
két ndi tunnel
gilta cac hé
théng. Mé
khéng qua chi
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Noi dung A A Huéng din | Cach kiém Tai li¢u tham
Y Yeéu cau Mo ta . S A
quy tac tham khao tra chiéu
Vi két ndi internet: tiét d¢ dam bao
- Pugc phép md bat ky vé tai nguyén va
dich dén vdi1 két né1 di hiéu nang cua
internet Firewall/IPS/ID
S
- Khi mo rule can cha y
m¢& dang theo: Title,
zone, tags,... bam bao viéc
; : - Cac rule quan trong tra cou lai
Yéu ca le kh e 1 . NN .2 n
’e N Ca}l. ru? ’a ! phai bat luu logs nhanh va tién Kiém tra | Tham chiéu mot
bdo phai chtra cac . A . C s A . . . X ia 2
o . - Cac rule can phai cé lgi khi can phai khai bao | phan ti€u chuan:
thong tin phuc vu ~ . . 2 < Phu luc 14 : -
. . comment rd0 rang: kiém tra va ra policy trén | -CIS Control V7.1
kiém tra va ra soat \ , < . . . . Ar
ATTT ngay/thang/nam mé rule soat cac tac thiét bi
- tén quan tri - rule mo dong vao thiét
cho muc dich gi - rule bi
mo tam thoi thi can co
tho1 han cu thé.
Cap nhat tri
[PS/IDS phai update bg thirc mo1 nhat Kidm  tra
Yéu cau IPS/IDS rule méi nhat va day du cua thiét b1 dé tén aiao Ké thwa ti€u
phai update bo rule duoc ban hanh trén xu ly céac 161 Phu luc 14 dicn guén chuan:
ma&i nhat va day da website va hé thong cap Zero Day va i d - CIS Control V7.1

nhat ciia hang

One Day vua
dugc phat hién
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Noi dung
quy tac

Yéu cau

Mo ta

Huéng din
tham khao

Cich kiém
tra

Tai liéu tham
chiéu

trong ban cap
nhat maéi

Yéu cau thiét lap
gtri mail canh bao

Thiét 14p gtri mail canh
bao vé nguoi quén tri khi
c6 hanh dong phat hi¢n
va chan xam nhap

bam bao nguoi
quan tri theo doi
duogc hoat dong
chan/loc  cua
thiét bi (néu
thiét bi c6 hd
tro)

Phu luc 14

Kiém tra
trén  ciu
hinh thiét
bi.
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Picéu 20. Quy tic cau hinh ATTT cho thiét bi mang

Ae R A o H r X r h ki}( e >
Noi duﬁng Yeéu cau Mo ta wong dfm Cach kiém Tai liéu tham chiéu
quy tac tham khao tra ;
1. Yéu ciu chung
Pua cac thiét bi Tranh viéc ton
, A1 A vé trang thai cau tai cac cau hinh
b h N . . R . X
Ha cacht le;t b1‘Ve hinh mac dinh thira, khong Kiém tra
trang thai cau hinh . . A A A s
. . : truoc  khi thuc can thiét trén quy trinh
mac dinh trudc khi Cn L A Phu luc 15 2 X
rién khai tich hop hién khai bao cac thiét b1 gay ra trién khai
vao mane lugi cau hinh moi deé cac nguy co thuc té
g tich hop vao mang tiém an mat
luoi ATTT
Dam bao stir dung
firmware, phan
mém va ban va
Dam bio st d khong c6 cac 16 Tranh bi Khai Kid
mém va bin va | Lomem trong 44 TATTT | Phuluc s o dign | “TLTKL
khon Vtém tai 1\(%)i duoge Ny 0o n hzigém tron o guém tri STLTK 2.
= ' trong cac CVE gmem  Tone quan | cis control V7.1,
ATTT cua cac thiét bi. thiét bi

C6 phuong éan
khic phuc cac 15
héng tiém an cua
thiét bi
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;
Théng nhét phién Kiém tra
ban h¢ dieu hanh | Ddm bao hé chinh
cho tat ca cac thiét théng hoat sach
Pam bao tinh 6n bi mang (cung dong 6n dinh, quan ly,
dinh cua hé théng thugc mot dong déng bg, don tai  licu
thiét bi) trong gian trong van thong ké
cung phan 16p hanh khai thac cac thiét
trén mang bi.
2. Cau hinh an ninh 16p 1
Pé ngin chin
cac thiét bi la
Shutdown tit ca két ndi vat Iy
Yéu cau  phai cac port khong st vao mang, gay Kiém tra
shutdown cac port dung trén thiét bi, loop, anh Phu luc 15 cau hinh
khong sir dung chi bat 1én khi c6 | hudng dén cac thiét bi. y ‘
yéu cau sir dung giao thirc trong Tham chiéu mot phan
mang va cac rii tiéu  chuan: CIS
o vé ATTT Control V7.1 myc 9.2
Cong dang Dbat Dei xac fi H}h 2
Yéu chu mé ta két | phai co mo ta két | Longtinvecdc Kiem tra
néi 6 ring ni 16 ring xéc thiét bi két noi Phu lyc 15 cau h¥nh
dau xa, dam thiét bi.

dinh dugc thong

bao duoc su tin
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Ae R A o H r X r h ki}( e >
Noi duﬁng Yeéu cau Mo ta wong dfm Cach kiém Tai liéu tham chiéu
quy tac tham khao tra ;
tin ddu ndi cua cdy cua cac két
thiét b1 dau xa noi, phuc hoi
két nod1 trong
truong hop bi
tan cong lam
161 phan cing
3. Cau hinh an ninh lép 2
Ngédn chén cac
Bé ciu  hinh thiét b1 la cam
A A A \ : ) Kié
Yéu cau khong su VLAN  default vap mang <o L om ‘tra
dung VLAN default | (thuonglavian 1) | T St dung ) Phulye s cau hinh
: trén cac interface vlan default dé thiét bi.
két ndéi  vao
mang Tham chiéu mot phan
Cau hinh chinh Ngin chin cac Kiém tra | céc ti€u chuan:
xac cac cOng thiét bi két ndi thiet ké -TLTK 1.
. . , trunk, cong access vdo mang qua Phu luc 15 hé thong, -TLTK 2.
Ye,u Cﬁl:l C%u h::lnh theo dﬁng thlét ké Cé.C Vlan khﬁng Céu hinh
frllllllril ngnzacasfensf da phé duyét duoc cho phép thiét bi.
Y X 1A Hi 51 5 h 1
theo dung thiét ké boi - véi cong | DY en Kidm tra
trunk phai gigi | default va cac Fag
han nhimg vlan | Vlankhacngoai Phu luc 15 cau hinh
) thiét bi.

duoc phép di cong

quy hoach
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Noi d N Ao yng da ich kié - y
q(.)l:y ;’:zg Yeéu cau Mo ta I;::::i:g: Cacilr;ﬂem Tai liéu tham chiéu
trunk, khéng cho
phép vlan default
di qua
Cau hinh mot
trong cac gidi 2 .
phap: static | em - sodt Kiém tra
: . , chinh x4c thiét FRE
mapping dia chi bi ddu cudi tru cau hinh
IP—diachi MAC, | =0T thibt bi.
port security, AP mang
802.1x
Pé tranh tan » X .
Péi  voi  mang CAu hinh ARP cong ARP Kiém tra T}mnl chleu; mot phan
Office phai st dung Inspection Poisoning neu cau hinh cac tieu chuan:
céc giai phap chdng switch ¢6 ho Phu lyc 15 thiét bi. -TLTK 1.
tan cong 16p 2 trg tinh néng "TLTK2.
5F Ak 1 - CIS Control V7.1.
Chu hinh BPDU | °° "M 0%P Kiém tra
guard trén céc svs}itcgh o hg cdu hinh
port access , s thiét bi.
trg tinh nang
gjﬁ Elgr?@ilsgg; Pé tranh tan Kjém tra
dé ngan chin viéc cong ngang cau hinh
' ' hang thiét bi.

cac thiét bi két nbi
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 15 yia ham chiéu
quy tac tham khao tra ;
ngang hang (céc
port t4i gateway,
may in khong cau
hinh isolate)
4. Céau hinh an ninh 16p 3
Cac giao thuc du
phong gateway o
(VRRP, HSREP, Kiém tra
GLBP, NSRP..) cau hinh
phai cau hinh xac thiét bi.
]‘[3};1_10 gifra cac thiét Dé tranh cc
Yéu cau xac thuc — . thglet bl gla mao Tham chiéu mot phan
cho cac giao thuc Céc giao thirc IGP ket mdi  vao cac tiéu chuan:
. & (RIP/OSPF/ISIS.. mang ma Phu luc 15 % '
16p 3 ) phai thiét lap | khong cin xéc Kiem tra | -TLTK 1.
) phat D £ can x4 chu hinh | -TLTK 2.
chuoi xéc thuc co thuc voi cac thiét bi
ma hoa gitra cac thiét bi da co. "
thiét bi
BGE.ph?u thiet 12}? Kiém tra
chuoi xac thuc cé X \
ma hoda gilra céc cau  hinh
& thiét bi.

peer
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 15 yia ham chiéu
quy tac tham khao tra ;

St dung chudi Kiem h‘trﬁ
xac thuc manh. f}?i% ¢ bi mn
Tat cac giao thirc 7 Kidm  tra
discovery mang | D¢ tranh thu thap cAu  hinh
(vi dy: nhu CDP | thong tin mang thiét bi
cua Cisco) "
Thuc hién dinh
tuyén (tinh/dong)
chinh xac cac dai
mang can tham
gia vao qua trinh | p& t4i wu bang Kiém tra
dinh tuyén. | dinh tuyén, cau hinh

sy chy Lid ) Khong dinh tuyén tranh cac thong thiét bi.

dinh C?Llyé;emcliiﬁ g fote i | tin dinh wyén | p g
: uyén cac dai khong can thiét T
xac mang 16n hon nhu | & tiém 4n cac

cau nguy co mat
Vi céac giao thuc ATTT
dinh tuyén dong: Kiém tra
Thuc hién chan cdu  hinh
quang b4 thong thiét bi.

tin dinh tuyén ra
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Noi dung
quy tac

Yéu cau

Huéng din
tham khiao

Cich kiém
tra

Tai li€éu tham chiéu

ngoai cac port
khong can thiét
(Port d4u xudng
khach hang, thiét
bi dau cudi...)

Yéu cdu cau hinh
bao mat cho cac
phién eBGP véi cac
d6i tac, khach hang
bén ngoai

Chan viéc quang
ba/nhan quang ba
cac dai IP khong
hop 1€ va khong
duoc dinh tuyén
trén mang
Internet toan cau
(Cac  dan IP
private, cac dai IP
danh riéng cho
muc dich dac biét
(nghién  cou/dy
phong/kiém
thuy/...), cac dai IP
nhd hon subnet
/24 v&1 1Pv4 va
/48 v&i IPv6...).

bam bao an
ninh bao mat
cho phién
eBGP peering
v6i cac doi tac,
khach hang bén
ngoai. Tuan thu
quy dinh dinh
tuyén quéc té.

Kiém tra
cau hinh
thiét bi.
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Noi dung
quy tac

Yéu cau

Huéng din
tham khiao

Cich kiém
tra

Tai li€éu tham chiéu

Gi6i han s6 lugng
cac BGP prefix
nhan quang ba tur
doi  tac/khach
hang.

Chan viéc quang
ba ban tin BGP
Update chtra
thong tin private
AS number ra cac
d6i  tac/khach
hang quéc té.

Trén cac interface
dau nbéi st dung
dé thiét 1ap eBGP:
Thuc hién filter
TCP port 179 (chi
cho phép cac ban
tin BGP dén tir
dia chi BGP
neighbor cua d6i
tdc/khach  hang,
chin tit ca cac

Kiém tra
cau hinh
thiét bi.

Kiém tra
cau hinh
thiét bi.

Kiém tra
cau hinh
thiét bi.
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Noi dung
quy tac

Yéu cau

Huéng din
tham khiao

Cich kiém
tra

Tai li€éu tham chiéu

ban tin BGP dén
tur dia chi IP khac)

Yéu cau tach bang
dinh tuyén giira 16p
dich vu va l6p giam
sat théng qua VRF

riéng

Thiét bi switch
layer 3, router co
cac interface dau
public phai tach
bang dinh tuyén
gitra 16p dich vu
va lop giam sat
thong qua VRF
riéng cho luu
lugng OAM

bam bao viéc
phan tach gitra
bang dinh
tuyén 16p dich
vu va bang dinh
tuyén 10p giam
sat dé tranh
viéc khoi tao
cac két ndi tin
cong tu 1op
dich vu di dén
l6p giam sat
(Néu thiét bi hd
tro cdu hinh
VRF)

Phu luc 15

Kiém tra
cau hinh
thiét bi.

Tham chiéu mot phan
tiéu chuan CIS
Control V7.1

Yéu cau bat tinh
nang DHCP

Snooping

Mang van phong
st dung DHCP
cho may tinh
nguol dung phai

Pé tranh tan
cong DHCP
trong mang

Phu luc 15

Kiém tra
cau hinh
thiét bi.
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;
bat tinh nang
DHCP Snooping
5. Céu hinh quén tri
Luu cau hinh
trudc va sau khi
tac dong va dinh Sao luu chu
ki t6i thiéu 01 | hinh dam bao Tham chiéu mot phan
Yeu ciu vé sao luu lén/quy: . phuc hdi trong Kjém tra | cac tiéu chuén:
Au hinh Luu ‘261 th}éu 02 tr}Iérng hop su Phu luc 15 cﬁq hinh -TLTK 1.
ban gan nhat. cO hoac tan thiét bi. -TLTK 2.
Khong luu ban | cong thay ddi - CIS Control V7.1.
sao luu trén may c4u hinh
tinh ca nhan cua
quan tri vién
Khuyén nghi sur
dung 1}@ t,h ong Tham chiéu mot phﬁn
~ A A , , AAA dé quan ly £ , . , .2 , iea 2
Yéu cau vé quan ly tai khoan nguoi boi  vor cac Kiém tra | cac ti€u chuan:
tai khoan dine tAp  tran thiét bi ho tro Phu luc 15 cau hinh | -TLTK1.
£ Wb £ | Khai bao AAA thiétbi. | -TLTK 2.

(xac thuc, phan
quyén, ghi lich st
tac dong)

- CIS Control V7.1.
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;

Téi da 02 tai
khoan quan tri
local dung cho
truong hop khan
cap
Quan tri vién phai Dam bao xac
st dung tai khoan dinh duge dot 2 . :
duoe oAb ridn tuong tac dong Kiém tra | K& thura ti€u chuan:
e oy BUE | vao - thiét b cdu hinh | TCVN  11930:2017
&m quy gﬁ dtng  chic thiét bi. muc 7.2.1.7. d)
local/AAZ nang va quyén

han

bam bao
D61 mat khau mic l;;lon%rélin tﬁgy Kiém tra
dinh cac tai khoan bgﬁ phep cau hinh
local ctia thiét bj 5 thibt bi.

account/passw

ord mac dinh
Thiét lap chinh | Dam bio mat .;
, A 2 2 Kiém tra
sach mat khau khau manh £ \ LT 2

L oa ST S cau hinh | K¢ thtra tiéu chuan:
manh cho cac tai chong tan cong £ :
\ A \ . A thiet bi, | -TLTK 1.

khoan trén do quét mat chinh

local/AAA:

khau
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 15 yia ham chiéu
quy tac tham khao tra ;
- Mat khau local séch hién
trén thi€t bi phai hanh.
duoc cau hinh ma
hoa hoac an di
trong file cau hinh
Khoa sau 5 lan
a hA 1 A A A R A <\ [N A
da‘n & nhap - sal, Dé chong tan Kiém tra | Ké thura tiéu chuan:
thot gian khoa tal R \ . £ 1s
, < cong do quét cau hinh | -TLTK 1.
khoan do dang 11 R Ay s
. .1y mat khau thiét bi.
nhap sai la 10
phut
bam bao nguoi
Quan tri thlevt b% q,u.an tfl k(?t noi I(Alem ‘tra K& thira tieu chuin:
qua VLAN quan tri to1 thiét bi theo cau hinh
R A L - CIS Control V7.1.
danh riéng ding ip va vlan thict bi.
quy hoach
Yé}l Cﬁl-u ve két noi Quén tri thiét bi Phu luc 15
quan trl qua két noi truc | Pam bdo giao o
tiép Console hodc thirc két nodi co Kiém tra | Ké thua ti€u chuan:
két no1 tor xa an ma hoa manh cau hinh -TLTK 2.
toan, c6 ma hoa (Néu thiét bi ho thiét bi. - CIS Control V7.1.
(SSHv2, trg)

HTTPS...),
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;
TaE céc giao thure Kidm tra
quan tr1 tu xa A s
A 5 cau hinh
khéng an toan thiét bi
(Telnet, HTTP...) -
bam bao thoi
gian cho nguoi
quan tri  tac
Thoi gian timeout | dong vao thié Kiém tra | KE thira tiéu chudn:
cua cac phién két bi va s€ bi time- X X
ndi quan tri tdi da | out khi khong cau hinh | -TLTK2.
N o \ X thiét bi. - CIS Control V7.1.
la 15 phat. st dung ma
nguol quan tri
khong chu
dong ngat
bam bao chi
, nhiing nguoi
Gﬁgl h?élfhtlrj(:}:f(; quan tri dugc Kiém tra | Ké thtra tiéu chuan:
Eécpqu heo danh | Quyén méi truy cu hinh | -TLTK1.
cap duoc vao thiét bi. -TLTK 2.

sach dang ky

thiét bi theo
quy dinh
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;
‘ , DPong bo thoi gian o Kidm tra Ké thira tiéu chuén:
Yéu cau cau hinh theo t61 thiéu 01 bé dong bod Phu luc 15 cAu hinh -TLTK 1.
NTP may chu thoi gian tho1 gian thuc T thiét bi -TLTK 2.
(NTP server) - - CIS Control V7.1.
Thiét bi phai dugc
thiet 1ap bat che \
A 1 \ A Trong truong
do ghi log va cau hop khéne co ’ 7
hinh luu log tap | 2P QO08 y K¢é thira tiéu chuan:
A A A1 L. g% hé thong luu Kiém tra
Yéu cau cau hinh trung to1 thiéu 06 loe tAp trun Phu luc 15 cAu hinh -TLTK 1.
Log thang cho cie h¢ | o e Sk o thiétbi, | TLTK2
thong cap 4o 3 N § R * - CIS Control V7.1.
: , lap luu trén
theo quy dinh cua local
bd Thong tin
Truyén thong
\S/IZ\LMJ?3 phién ban Pé giam  sat ’ ‘
‘ , i : trang thai hoat Kidm tra Tham chiéu mot phan
Yéu cau cau hinh SNMP theo ché dong voi snmp Phu luc 15 cAu hinh cac ti€u chuan:
SNMP d6 read-only v2¢ hojic v3 véi 4 thi‘i b -TLTK 1.
ché do chi doc SO TLTK 2.

Community string
SNMP riéng

dugc thong tin
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Noi dung Yéu ciu Mo ta Huong dan | Cach kiem | 3 yia tham chiéu
quy tac tham khao tra ;
Xoa bo | thiét bi, c6 xac
community string thuc riéng tr
mac dinh cic may chu
Chi cho phép truy gilzn; sat iugrcl
cap SNMP trmay | b quy

chu giam sat

theo quy dinh
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